
Today’s cybercriminals don’t need  
a key to break into a business. 
Access to a vehicle system is all it takes. Commercial Auto Cyber Protection 
helps businesses stay ahead in the race against auto cybercrime. 
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Times have changed. 

Businesses need 
coverage that keeps up.
Vehicles built since 2020 are 
smarter — and with all that tech 
comes new vulnerabilities. Most 
commercial auto policies and 
vehicle warranties exclude cyber 
events. Businesses can’t afford to 
wait for a breach to find the gap. 
HSB’s Commercial Auto Cyber 
Protection delivers coverage 
where standard policies fall short. 

Reach out to your HSB 
representative  
to discuss.

Over-the-air updates as a point of entry
A compromised truck Wi-Fi network can allow criminals  
to access connected systems — potentially interfering with  
Electronic Logging Device (ELD) data and disrupting fleetwide 
routes and schedules. 

The key fob threat
Radio Frequency Identifier (RFID) relay attacks can capture  
and retransmit key fob signals while a vehicle is parked and 
unattended — enabling a lockout or outright vehicle theft.

Ransomware at the vehicle level
Hackers can exploit weaknesses in the over-the-air (OTA) update 
process to inject malicious code, potentially stopping vehicle 
operation and holding vehicles — or an entire fleet — at ransom.

Driver smartphone as an entry point
A corrupted app on a driver’s smartphone may provide a way in to 
the vehicle infotainment system. From there, attackers can take 
control of critical driving functions.

Don’t let cybercriminals slow businesses down — Commercial Auto Cyber 
Protection coverage helps keep operations moving — protecting connected 
vehicles from evolving cyber threats. 

Accessing a business is easier than you might think. Below are just a few of the 
entry points attackers use as vehicle technology continues to evolve. 


