
Managing cyber risk in  
connected vehicle ecosystems 

From technical security to financial resilience

Connected and software-defined vehicles are transforming 
automotive cyber risk from a product security issue into a sys-
temic ecosystem risk. Modern vehicles increasingly depend  
on external digital services such as cloud platforms, software 
suppliers and connectivity providers. As a result, cyber incidents 
can now originate from outside the vehicle and still lead to 
immobilisation, data exposure or large-scale service disruption.

Recent real-world incidents show that failures in third-party  
digital services or connected infrastructure can affect vehicle 
availability and functionality without any direct compromise of 
the vehicle itself. This creates a new risk class where operational 
continuity depends on external systems outside OEM control.

At the same time, regulations such as UN R155/R156, ISO/SAE 
21434 and emerging EU frameworks like the Cyber Resilience 
Act and the revised Product Liability Directive are increasing 
both cybersecurity requirements and potential liability exposure 
across the vehicle lifecycle. However, compliance alone does not 
eliminate cyber risk. A residual level of exposure remains due 
to software complexity, interconnected ecosystems and contin-
uously evolving threats. This is resulting in a structural shift in 
automotive risk: control, causation and financial impact are 
increasingly misaligned across OEMs, suppliers and service  
providers. This means that using conventional cybersecurity 
approaches alone is insufficient.

Effective risk management must combine technical cyberse- 
curity, organisational resilience and financial risk transfer. In this 
context, Munich Re and TÜV SÜD are developing an integrated 

approach that assesses cybersecurity maturity across the  
vehicle ecosystem and translates it into a structured risk rating. 
This enables a more holistic view of the connected vehicle risk 
landscape by closely linking technical cybersecurity posture 
with financial risk management, and supporting the insurability 
of connected vehicle cyber risk.

Building on this foundation, the joint framework enables a 
transition from compliance-driven evaluation to a risk-based 
insurability model. Instead of focusing on minimum require-
ments, cybersecurity is assessed based on actual maturity  
and residual exposure, improving risk quality transparency and 
supporting more accurate financial evaluation. This approach 
not only facilitates consistent risk comparison and more robust 
pricing, but also establishes a common and structured way to 
articulate cybersecurity risk across stakeholders.

As leading organisations in their respective fields, Munich Re 
and TÜV SÜD combine in-depth expertise in financial risk  
management and technical cybersecurity to address emerging 
risk areas that are not yet fully covered by existing frameworks. 
By collaborating across disciplines and engaging with industry 
stakeholders, the joint approach aims to provide a practical  
and scalable solution for managing connected vehicle cyber  
risk. In doing so, it supports OEMs, suppliers and insurers in  
developing a shared understanding of exposure, enabling 
informed decision-making, and contributing to the effective  
mitigation and financing of risks in an increasingly complex 
mobility ecosystem.

Executive summary
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A recent cyber incident involving a US breathalyser technology 
provider illustrates how connected vehicle cyber risks can 
translate into widespread operational disruption, financial loss 
and potential liability exposure for OEMs1. In March 2026, a 
cyberattack disrupted ignition interlock systems, leaving up to 
150,000 drivers unable to use their vehicles for an extended 
period. Although the vehicles themselves were not hacked 
directly, their reliance on an external digital service provider 
caused large-scale immobilisation, demonstrating how  
third-party system failures can propagate into vehicle-level 
consequences at scale. More importantly, this case reflects  
a structural shift in automotive risk. As vehicles increasingly 
rely on cloud services, telematics platforms, software suppliers 
and connected ecosystems, cyber risk is no longer confined to 
vehicle hardware or internal OEM systems. Instead, it origi-
nates across a distributed digital environment, much of which 
lies outside the OEM’s direct operational control. As a result, 
even when failures occur within external systems, the financial 
and reputational consequences can still concentrate on OEMs, 
including loss-of-use claims, operational disruption and regu-
latory scrutiny.

This dynamic is further reinforced by additional industry  
examples. Software lifecycle failures, such as the Rivian OTA 
incident in 2023, showed that deficiencies in update deploy-
ment, testing or recovery processes can lead to widespread 
customer disruption across vehicle fleets, even without  
malicious activity.2 Similarly, vulnerabilities identified in  

Kia’s connected vehicle platform in 2024 demonstrated how 
weaknesses in backend systems and service infrastructure  
can enable unauthorised access to vehicle-related functions  
without directly attacking the vehicle itself3. Together, these  
cases highlight that modern automotive cyber risk is charac-
terised by system-level dependencies and high scalability, 
where a single failure, be it in software deployment, backend 
systems or third-party services, can rapidly translate into 
large-scale, fleet-wide impacts.

Taken together, these examples underline a critical reality: 
connected vehicle cyber risk is no longer defined by isolated 
vehicle incidents, but by ecosystem-driven, potentially sys-
temic events with accumulating impact. As OEMs expand 
their role in operating connected services, they are increasingly 
exposed to availability-driven losses, service reliability risks 
and cross-party liability, even when the root cause lies beyond 
their direct control. This makes cybersecurity not only a tech-
nical issue, but a core enterprise risk with direct legal and 
financial implications, requiring OEMs and connected vehicle 
ecosystem partners to reassess how responsibility, accounta-
bility and risk exposure are managed in connected vehicle 
environments.

1. Introduction

Sources:
1 https://techcrunch.com/2026/03/20/cyberattack-on-vehicle-breathalyzer-company-leaves-drivers-stranded-across-the-us/
2 https://techcrunch.com/2023/11/14/a-software-update-bricked-rivian-infotainment-systems/
2 Hacking Kia: Remotely Controlling Cars With Just a License Plate

https://techcrunch.com/2026/03/20/cyberattack-on-vehicle-breathalyzer-company-leaves-drivers-stranded-across-the-us/
https://techcrunch.com/2023/11/14/a-software-update-bricked-rivian-infotainment-systems/
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2. Evolving risk landscape

The increasing connectivity of modern vehicles is fundamen-
tally transforming the automotive risk landscape. Vehicles are 
evolving from largely self-contained mechanical products into 
continuously connected digital systems, integrating cloud  
services, over-the-air (OTA) updates, mobile applications and 
vehicle-to-everything (V2X) communication. As a result, 
cybersecurity risk extends beyond the physical vehicle to 
include backend infrastructure, software suppliers, telecom-
munications providers and the broader digital ecosystem.

This connectivity significantly expands the attack surface. 
Wireless interfaces, telematics systems, cloud APIs and third-
party integrations introduce multiple externally accessible 
entry points. Vulnerabilities originating in non-safety-critical 
systems may propagate into safety-relevant functions if sys-
tem segregation is insufficient, reinforcing the point that 
cybersecurity has to be addressed as an ecosystem-wide  
challenge rather than a standalone engineering issue.

At the same time, the transition towards software defined 
vehicles introduces continuous lifecycle change. Functionality 
is regularly modified through OTA updates and evolving digital 
services, making risk dynamic rather than static, while increas-
ing reliance on secure software delivery, supply chains and 
long-term lifecycle management.

In parallel, cyber threats are becoming increasingly indus- 
trialised and scalable. Attack models such as ransomware, 
credential exploitation and supply chain compromise can 
affect entire platforms or fleets, enabling rapid propagation 
and correlated, large-scale impact. 
These developments blur the boundaries between cyber- 
security, product safety, privacy and operational risk, as  
cyber incidents can simultaneously affect functionality,  
data integrity, service availability and potentially road safety.

Accordingly, automotive cyber risk must be assessed not  
only from a technical perspective, but also in terms of opera-
tional resilience, liability exposure, regulatory compliance and 
financial impact. To effectively manage this complexity, cyber-
security exposure needs to be structured into clearly defined 
domains and interaction layers.

2.1 Connected vehicle ecosystem

Figure 1: How connectivity, SDV, V2X, cloud services, and autonomous driving expand the cybersecurity attack surface

Source: TÜV Süd
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2.2 Risk domains

To operationalise the ecosystem perspective outlined above, 
cybersecurity risks in connected vehicles can be split into four 
interconnected domains: offboard systems, human and organi-
sational factors, vehicle-side exposure and cross-cutting  
vulnerabilities. While these domains are defined separately  
for analytical clarity, they are inherently interdependent and 
have to be assessed in combination with each other to reflect 
the systemic nature of modern automotive cybersecurity.

A cyber incident can originate in any of these domains and 
propagate across system boundaries through software inter-
faces, communication channels, operational processes or 
organisational interactions. Consequently, effective risk 
assessment requires a holistic perspective that captures not 
only individual vulnerabilities but also cross-domain attack 
paths and cascading effects. 

Figure 2: Heading numbering matches the structure of UN ECE Regulation No. 155 (ECE-R155), indicating that the leading 
numbers refer to the respective clauses in the standard.

2.2.1 Off-board systems
Off-board dependencies include all external systems and ser-
vices supporting vehicle operation and lifecycle management. 
This includes cloud infrastructures, backend services, software 
update platforms, diagnostic environments, fleet management 
systems and other remote service components.
As vehicles become increasingly software-defined, critical 
capabilities are distributed across external infrastructure,  
creating a dependency structure in which the security, availa-
bility and integrity of off-board systems directly influence  
vehicle behaviour and data protection. Compromise or disrup-
tion of these systems can therefore impact vehicle operation, 
service continuity and user safety.

From a cybersecurity perspective, this domain extends the 
effective system boundary beyond the physical vehicle and 
OEM perimeter. Accordingly, the cybersecurity assessment 
approach should incorporate not only automotive-specific 
requirements, such as UN Regulations No. 155 and No. 156, 
 but also complementary information security and resilience 
frameworks, including ISO/IEC 27001. Standards such as 
ISO 24089, Uptane and JASPAR OTA further support secure 
design and governance of software update ecosystems across 
distributed environments.

Source: TÜV Süd
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2.2.3 On-board systems
Vehicle-side exposure comprises cybersecurity risks arising 
within the vehicle itself, including communication interfaces, 
connected services, software assets and operational data. 
Although increasingly interconnected with external systems, 
the vehicle remains a central target within the overall attack 
surface.
Communication technologies such as cellular connectivity, 
Wi-Fi, Bluetooth and V2X systems enable essential func- 
tionality but simultaneously introduce potential entry points  
for adversarial access. 
In addition, integration with mobile applications, charging 
infrastructure, diagnostic equipment and other external ser-

vices expands the number of trust relationships that have to  
be secured.
Within the vehicle, software components, configuration data, 
cryptographic material and operational datasets represent 
high-value assets whose compromise may result in privacy  
violations, functional degradation, financial fraud or safety- 
related impacts. The transition towards software-defined  
vehicle architectures further increases the interdependence  
of these elements, requiring a holistic security approach that 
considers this interaction as opposed to isolated protection 
mechanisms.

2.2.4 Cross-cutting vulnerabilities
While the above domains provide a structured analytical 
framework, real-world cyber threats typically span multiple 
domains simultaneously. Attack paths can originate in off-
board systems, exploit human or organisational weaknesses, 
and ultimately manifest within vehicle-side components.
As a result, the domains should not be interpreted as isolated 
 

 risk silos but as interconnected layers within a continuous 
attack surface. A comprehensive cybersecurity assessment 
therefore has to consider cross-domain dependencies, propa-
gation paths and cascading effects to ensure an accurate  
representation of systemic risk within the connected vehicle 
ecosystem.

2.3 Regulatory landscape
Building on the expanding connected vehicle ecosystem and 
the multi-domain risk structure described above, cybersecurity 
risk is no longer confined to the vehicle itself, but spans a net-
work of OEMs, service providers and supply chain actors. This 
increasing complexity has driven significant evolution within 
the regulatory landscape. Regulators are moving beyond tradi-
tional vehicle safety frameworks towards a more comprehen-
sive approach that addresses cybersecurity, software lifecycle 
management and accountability across connected ecosys-
tems.
At the same time, regulatory developments increasingly link 
technical cybersecurity requirements with legal and financial 
consequences, particularly from a liability perspective. As a 
result, cybersecurity has become a business-critical function 

with a direct impact on market access, operational continuity 
and corporate liability exposure. 
Against this backdrop, this section examines connected vehi-
cle cyber risk from the liability perspectives of automotive 
OEMs and connected service providers, focusing on:

 	 technical cybersecurity regulations and standards  
	 (e.g. UN R1554/R1565/R1576 and ISO/SAE 214347), and 

 	 broader legal frameworks governing liability and  
	 cybersecurity (e.g. the Product Liability Directive (PLD) 
	 and Cyber Resilience Act (CRA).

2.2.2 Human and organisational factors
Human, organisational and process-related factors represent  
a critical source of cybersecurity risk across the connected 
vehicle ecosystem. Rather than being limited to technical 
weaknesses, many security-relevant incidents stem 
 from human error, misconfigurations, insufficient access  
control, process deficiencies or deviations from established 
procedures.
These factors span the entire vehicle lifecycle and involve mul-
tiple stakeholders, including OEM personnel, suppliers, service 
technicians, dealers, fleet operators and end users. Insecure 
credential handling, misuse of diagnostic tools, delayed  

security updates or inadequate adherence to cybersecurity 
processes can introduce exploitable weaknesses, even in other-
wise robust technical systems. 
As a result, cybersecurity effectiveness depends not only on 
technical controls but also on governance structures, organisa-
tional discipline, training and clearly defined responsibilities 
across all actors in the ecosystem. This domain therefore  
highlights the importance of integrating human behaviour  
and organisational design into cybersecurity risk management 
frameworks.

Sources:
4  	https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security 
5	 https://unece.org/transport/documents/2021/03/standards/un-regulation-no-156-software-update-and-software-update
6	 https://unece.org/transport/documents/2021/03/standards/un-regulation-no-157-automated-lane-keeping-systems-alks
7	 https://www.iso.org/standard/70918.html

https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security
https://unece.org/transport/documents/2021/03/standards/un-regulation-no-156-software-update-and-software-update
https://unece.org/transport/documents/2021/03/standards/un-regulation-no-157-automated-lane-keeping-systems-alk
https://www.iso.org/standard/70918.html
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2.3.2 EU legal frameworks governing liability and cybersecurity
The European Union has redefined how cybersecurity and  
software-related risks are treated from a liability perspective 
through two closely linked legal frameworks: the revised  
Product Liability Directive (PLD)8 and the Cyber Resilience Act 

(CRA)9. Together, these frameworks significantly increase the 
likelihood that cyber and software failures translate into civil 
liability exposure rather than remaining solely compliance or 
reputational issues.

The revised PLD modernises product liability rules to reflect 
software-driven and connected products. It explicitly expands 
the concept of a “defect” to include cybersecurity vulnerabili-
ties, inadequate or missing software updates, and failures 
linked to digital or AI-based functionalities. This shifts the  
liability profile beyond vehicle delivery and onto the operational 
lifecycle, including post-deployment behaviour and software 
updates.
In parallel, the CRA introduces mandatory cybersecurity 
requirements across product design, development and main- 
tenance. It links cybersecurity directly to market access by 
requiring products with digital elements (PwDE) to demon-

strate adequate protection measures both before and after 
they are placed on the market. While primarily enforced 
through regulatory supervision, the CRA effectively defines  
the expected standard of care against which liability may  
later be assessed under the PLD.

Taken together, these frameworks represent a structural shift 
in how cybersecurity is managed and allocated. Cybersecurity 
becomes a legal and financial responsibility, significantly 
increasing corporate exposure to liability claims arising from 
cyber-related failures across both OEMs and other connected 
vehicle ecosystem participants.

2.3.1 Automotive cybersecurity regulations and standards 
Modern connected vehicles are subject to mandatory cyberse-
curity and safety frameworks, including UN R155, UN R156,  
UN R157 and ISO/SAE 21434, which together impose lifecy-
cle-based requirements on OEMs and their suppliers.
In particular, UN R155 (Cybersecurity Management System) 
and UN R156 (Software Update Management System) esta-
blish compliance as a prerequisite for vehicle type approval in 
key markets such as the EU and major Asian countries. As a 
result, vehicles that do not meet these requirements cannot be 
approved, registered or sold in these markets. Importantly, 
these obligations extend beyond initial market entry: signifi-
cant software updates or newly introduced features must fol-
low certified processes and, where applicable, may trigger 
re-assessment or re-approval, thereby constraining how OEMs 
can deploy and evolve vehicle functions over time. Under UN 
R155, cybersecurity is no longer limited to vehicle design and 
production, but becomes a continuous lifecycle obligation, 
spanning development through operation to end-of-life. This 
effectively extends OEM responsibility beyond the point of sale 

into long-term operation, maintenance and the management 
of connected digital services. UN R157 (Automated Lane Keep-
ing Systems) complements these frameworks by linking cyber-
security and system integrity to functional safety, requiring 
that automated driving functions operate safely and maintain 
control even when faced with system faults or adverse condi-
tions, reinforcing the need for robust and reliable system 
behaviour throughout operation.

ISO/SAE 21434 provides the underlying engineering frame-
work to operationalise these requirements, ensuring continu-
ous risk assessment, secure system design and vulnerability 
management across the supply chain.
From a corporate perspective, failure to comply with these 
frameworks represents a material business and operational 
risk, including delayed or denied market entry, restrictions on 
feature deployment, regulatory intervention, recall exposure 
and increasing pressure from regulators and stakeholders to 
demonstrate robust cybersecurity governance. 

Dimension Cyber Resilience Act (CRA) Revised Product Liability Directive 
(PLD)

Regulatory function Ex ante (preventive) Ex post (remedial)

Timing Before market placement After damage occurs

Primary objective Prevent insecure digital products Enable compensation for damage

Enforcement Market access rules, fines Civil liability and claims

Sources:
8	 https://eur-lex.europa.eu/eli/dir/2024/2853/oj/eng
9	 https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Cyber_Resilience_Act/cyber_resilience_act_node.html

https://eur-lex.europa.eu/eli/dir/2024/2853/oj/eng
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Cyber_Resilience_Act/cyber_resilience_act_node.html
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Figure 3: Possible attack impacts (UNR155)

UN Regulation No. 155 defines a set of potential cybersecurity 
impacts that describe how cyber events can affect vehicle 
systems and their operational environment. While these im- 
pact categories are essential for regulatory compliance and 
engineering analysis, they also serve as a foundation for under-
standing how technical compromise translates into real-world 
consequences across safety, operational and financial dimen-

sions. In a connected vehicle ecosystem, these impacts  
should not be interpreted as isolated failure modes. Instead, 
they represent different manifestations of a shared underlying  
reality where cyber incidents propagate through intercon-
nected systems and can affect multiple functional domains 
simultaneously, including vehicle control, data integrity,  
service availability and user trust.

3. Risk exposure – what impact do cyber incidents have? 

3.1 Technical scenarios

Safe operation  
of vehicle affected

Vehicle functions  
stop working

Software modified,  
performance altered

Software altered but no 
operational effects

Data integrity  
breach

Data confidentiality 
breach

Loss of data  
availabity

Other,  
including criminality

3.1.1 Safe operation of affected vehicles
A cyber incident can compromise safe vehicle operation by 
manipulating control commands, calibration data or sensor/
actuator inputs. Examples include CAN message injection 
affecting torque requests, gateway bypass, spoofed ADAS  
sensor data or pre-crash state. Such impacts can cause  

steering, braking, propulsion, energy management or driver 
assistance functions to operate outside their intended safety 
limits. The consequences can range from degraded perfor-
mance to loss of controllability, creating direct road-safety risks 
and potential third-party harm.

3.1.2 Vehicle features stop working

3.1.3 Software modified, performance altered

A cyber incident can cause partial or complete loss of onboard 
vehicle functions or connected services. This can result from 
denial-of-service attacks, certificate or key failures, backend 
outages, ransomware, OTA update errors or cloud/API unavail-

ability. Although not always safety-critical, loss of availability 
can lead to vehicle immobilisation, operational disruption,  
customer impact, business interruption and insurance claims, 
especially for fleets, shared mobility or logistics operations.

Unauthorised modification of vehicle software, configuration 
or calibration data can directly or indirectly alter vehicle perfor-
mance and safety-related system behaviour. This can result 
from tampered ECU firmware, compromised OTA updates, 
misuse of diagnostic tools or unauthorised calibration chan-
ges. Typical effects include changed torque limits, modified 
emissions parameters, bypassed charging limits or suppressed 
fault reporting. Changes like these can affect safety, regulatory 
compliance, warranty exposure and liability, even if the vehicle 
remains operational. In some cases, safety-critical thresholds 
may also be altered, such as braking pressure, 

braking activation thresholds or stability control parameters, 
potentially impacting the effectiveness of safety functions  
during operation.
As a result, modifications like these can lead to either imme- 
diate functional deviations or latent safety risks that only 
become apparent under specific driving conditions (e.g. emer-
gency braking, loss-of-traction events or collision avoidance 
scenarios). Even if the vehicle remains apparently operational 
during normal use, the integrity of safety mechanisms and 
compliance with homologation assumptions may no longer  
be assured.
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3.1.4 Software altered without immediate operational effect
Vehicle software, configuration, calibration data or logs can  
be modified without any immediate visible impact on vehicle 
operation. The vehicle may still appear to function normally, 
while its approved software baseline, integrity and compliance 
status are no longer assured when security controls are 

bypassed, misused or incorrectly implemented. Even without 
any immediate malfunction, such alteration may create delayed 
safety issues, loss of traceability, regulatory non-compliance, 
warranty disputes and liability exposure for the OEM, suppliers, 
service providers, or operators.

3.1.5 Data integrity breach

3.1.6 Data confidentiality breach

3.1.7 Loss of data availability

3.1.8 Other impacts, including criminality

A cyber incident may compromise the accuracy, completeness 
or trustworthiness of vehicle, backend or service data. This can 
include manipulation of sensor data, diagnostic logs, charging 
records, billing data, fleet data or OTA/update status informa-

tion. Such attacks can lead to incorrect operational decisions, 
fraudulent transactions, loss of traceability, compliance issues 
or disputed liability. 

A cyber incident may result in unauthorised access to or dis-
closure of sensitive vehicle, user, operational or business data. 
The exposure may involve personal data, vehicle telemetry, 
location information, diagnostic records, fleet data, crypto- 

graphic material or proprietary software assets. From a risk 
perspective, the impact extends beyond data loss itself and 
may trigger privacy violations, regulatory obligations, fraud 
risk, reputational damage, commercial loss and liability claims.

In connected vehicle ecosystems, loss of availability is no 
longer only an IT outage; it can have a direct impact on vehicle 
usability and service continuity. The exposure includes loss of 
backend access, authentication, update capability or service 
data, where even temporary disruptions may delay recovery, 

restrict remote functions, prevent updates or immobilise vehi- 
cles. A similar dependency exists within the vehicle itself, where 
disruptions in in-vehicle communication (e.g. CAN or Automo-
tive Ethernet), sensor data, or faulty ECUs transmitting incorrect 
or excessive messages can degrade or block vehicle functions.

A cyber incident may enable criminal misuse of a vehicle or 
its connected services, even where the impact is limited to an 
individual user or a single vehicle. The exposure is not limited 
to large-scale fleet events. A single underestimated malfunc-
tion, implementation weakness or misuse scenario can still 

give rise to material insurance and liability consequences, 
including property loss, bodily injury, privacy impact, customer 
claims or disputes over responsibility between the OEM,  
suppliers, service providers and operators.
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3.2 Legal, financial and liability perspective

Cyber incidents in connected vehicle ecosystems create a  
multi-party and distributed liability landscape in which 
responsibility is not automatically assigned to a single actor. 

Instead, liability depends on the origin of the failure, system 
architecture and degree of control across the ecosystem. 

3.2.1 Liability‑based categorisation of loss scenarios

Scenario Primary party responsible Typical trigger/root cause Type of loss

(1)  
OEM liable

Automotive OEM -	Vehicle architecture  
    vulnerability
-	 Insecure software design  
    or update
-	Poor system integration 
    (e.g. lack of isolation)
-	Backend outage or  
    cyberattack 
    (operated by OEM)
-	Failure of remote function 
    (e.g. authentication,
    calibration)
-	Lack of resilience/  
    redundancy

-	Property damage (PD)
-	Bodily injury (BI)
-	Data breach
-	Recall costs
-	Reputational damage  
    (loss of customer trust, 
    brand impact)
-	Service disruption
-	Loss of use

(2)  
Service provider  
liable

Connected service provider 
(e.g. cloud, telematics, app)

-	Backend outage or  
    cyberattack
-	Failure of remote function 
    (e.g. authentication,  
    calibration)
-	Lack of resilience/  
    redundancy

-	Loss of use
-	Data breach
-	Service disruption
-	Contractual liability

(3) 
Driver/  
operator liable

Vehicle user/driver/  
Operator  
(operator (mobility service 
provider)) 

-	Misuse of system
-	Ignoring updates or  
    warnings
-	Poor credential 
    management

-	Accident (PD/BI)
-	Financial losses (fraud)

(4)  
Supply chain/  
ecosystem liable

Suppliers, software vendors, 
cloud providers

-	Vulnerable third-party  
    component
-	Supplier system failure
-	 Infrastructure outage  
    (e.g. cloud dependency)

-	Aggregated losses  
    across fleet
-	 Indirect financial losses     
    (contractual liability, 
    recourse claims)

Note: In practice, Scenario (1) OEM liability and Scenario (2) service provider liability increasingly converge, particularly as 
OEMs expand their role in developing and operating connected‑vehicle services. This trend is expected to further blur the 
boundary between product liability and service liability.
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3.2.2 Case illustration and implications for risk exposure 
The recent cyber incident involving a US vehicle breathalyser 
provider demonstrates how connected vehicle cyber risks 
translate into tangible operational disruption, financial loss 
and liability exposure.

Business model assumptions and future scenarios
In this case, the service provider operates independently from 
the OEM, resulting in a distributed liability model across multi-
ple parties. As a result, the analysis below is based on a mul-
ti-party responsibility structure, involving service providers, 
OEMs and supply chain actors. However, this structure is 
evolving. As connected vehicle ecosystems mature, OEMs are 
increasingly expected to internalise digital services, including 
vehicle dependent applications and remote functionality. In 
these scenarios:

 	 OEMs may assume a larger share of operational  
	 and liability exposure, particularly for service availability 

 	 The boundary between product liability and digital  
	 service liability becomes increasingly blurred

This evolution implies that OEM risk exposure is likely to 
increase structurally over time.

Liability allocation in a connected ecosystem
From a liability perspective, the incident demonstrates a  
fragmented and interdependent risk structure. While the  
disruption primarily reflects a connected service provider  
scenario, exposure is not limited to a single party: 
 

 	 Service providers bear primary responsibility for system 
		  availability and resilience.

 	 OEMs may face secondary exposure where integration		
		  design lacks adequate fallback or fail-safe mechanisms.

 	 Supply chain actors may become involved through  
		  contractual recourse if the root cause lies upstream. 
 
This illustrates that liability in connected vehicle ecosystems 
is complex, distributed and potentially cascading, rather 
than isolated.

Illustrative quantification of loss exposure
Although the incident did not result in physical damage,  
the financial impact, primarily driven by loss of vehicle use  
and business interruption, is significant. Based on publicly 
available information:
–	 Approx. 150,000 users rely on the system
–	 The disruption lasted several days
–	 An estimated 10 – 20% of users (15,000 – 30,000 vehicles) 
	 were directly affected

Applying conservative loss assumptions:
–	 Private user loss (mobility disruption, alternative transport): 	
	 USD 100 – 300 per day
–	 Fleet/commercial impact (business interruption): 			
	 USD 300 – 800+ per vehicle per day 

This results in an estimated per‑vehicle loss of  
USD 500 – 2,000, depending on duration and usage type. 

Aggregated availability‑driven losses are therefore  
estimated at:  
15,000 – 30,000 affected vehicles × USD 500 – 2,000 ≈  
USD 7.5 – 60 million 

For fleet or business‑dependent users, the impact is materially 
higher due to:
–	 Missed operations or service delivery
–	 Loss of revenue‑generating activity
–	 Disruption of downstream processes 

In addition, secondary liability exposure must be considered, 
including class-action litigation. Assuming a conservative 
compensation range of USD 500–5,000 per claimant, poten-
tial legal exposure could exceed USD 100 million and could 
increase substantially depending on participation rates,  
settlement dynamics, as well as factors such as incident  
duration, media attention, data privacy implications and  
jurisdictional differences. 

Finally, corporate costs incurred by both service providers  
and OEMs, including incident response, remediation, compen-
sation and reputational impact, are likely to reach tens of  
millions of dollars, consistent with comparable cyber incidents 
on a similar scale.

Transition to risk management perspective
The analysis above highlights the fact that connected vehicle cyber incidents are no longer isolated technical 
events, but very real risk scenarios combining operational disruption, financial loss and distributed liability. 
This shift has direct implications for risk management, particularly for OEMs, as exposure increasingly 
extends beyond conventional product risks into service availability, ecosystem dependencies and cross-party 
liability structures. These implications form the basis for the risk management considerations discussed 
in the following chapter.
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4. Manage the risk

Connected vehicle cyber risk challenges conventional risk 
management approaches. Exposure increasingly arises from 
digital services, software dependencies and external partners, 
while incidents may result in financial loss, operational dis- 
ruption and liability exposure even without direct vehicle  
compromise. At the same time, absolute cybersecurity cannot 
be achieved in complex, software-defined vehicle environ-
ments. Even with robust controls and full regulatory compli-
ance, residual risks remain due to evolving threats, unknown 
vulnerabilities and systemic dependencies across connected 
ecosystems.

This leads to a fundamental challenge for risk managers: The 
entity controlling the risk, the entity causing the failure and the 
entity bearing the financial impact are no longer aligned.  
As illustrated by recent incident examples, failures originating 
from external service providers or ecosystem partners can ulti-
mately result in financial and liability exposure for OEMs.  

As a result, connected vehicle cyber risk is characterised by:

 	 Fragmented liability across OEMs, service providers  
	 and supply chain partners 

 	 Availability‑driven losses, independent of  
	 physical damage 

 	 Systemic exposure, where incidents can scale  
	 across fleets

For OEMs in particular, this implies a shift towards increased 
responsibility and accumulated exposure, even when failures 
originate outside their direct control. Managing cyber risk 
therefore requires moving beyond a static, point‑in‑time  
security perspective towards a continuous, ecosystem‑level 
approach to risk management.

Technical mitigation represents the first and foundational layer 
of managing connected vehicle cyber risk. Under regulatory 
frameworks such as UN R155/R156 and ISO/SAE 21434, 
OEMs are required to implement a risk-based cybersecurity 
approach across the entire vehicle lifecycle, including develop-
ment, production, operation and end-of-life.

The objective is not simply to deploy individual security con-
trols, but to ensure that the overall cybersecurity framework is:
–	 risk‑based, aligned with identified threat scenarios
–	 consistent across the ecosystem, including vehicle,  
	 backend and supply chain
–	 supported by verifiable implementation and  
	 continuous improvement

This requires a holistic approach covering both technical  
controls and organisational processes across all relevant 
domains of the connected vehicle ecosystem.
Importantly, meeting regulatory requirements, such as  
UN R155/156, should be understood as establishing a  
minimum baseline rather than guaranteeing security. Even 
well-designed systems remain exposed to residual risk,  
driven by increasing system complexity, evolving threats  
and dependencies on external services and partners.

4.1 Technical mitigation
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Key domains of technical risk mitigation
The following table illustrates the key domains and representative risk treatment measures within a connected  
vehicle cybersecurity framework:

Domain Examples of risk treatment measures

Vehicle architecture Network segmentation, secure gateways, protection of safety-relevant functions,  
secure diagnostics, secure boot, software integrity protection, cryptographic key management, 
security logging

Production and  
manufacturing

Secure software flashing, protection of production credentials, control of end-of-life tools,  
software version traceability, secure handling of cryptographic material and prevention of  
unauthorised software installation

Back-end systems and 
cloud services

Secure APIs, identity access management, vulnerability management, monitoring,  
cloud security controls, incident response capabilities, backup and recovery procedures,  
supplier access governance, and protection of vehicle and customer data.

Supply chain and third  
parties

Supplier cybersecurity requirements, interface agreements, vulnerability disclosure processes, 
software bill of materials (SBOM) management where applicable, supplier capability assess-
ments, and management of third-party software and services.

Software updates and  
lifecycle management

Secure update package generation, digital signing, integrity verification, compatibility  
validation, rollback protection, controlled deployment, update monitoring and response  
procedures for compromised update infrastructure.

Cybersecurity incident 
management

Threat detection, escalation procedures, triage and impact assessment, containment measures, 
stakeholder communication, corrective actions, lessons learned and continuous improvement 
activities.

Limitations of technical mitigation
While these measures significantly reduce both the likelihood 
and potential impact of cyber incidents, they cannot eliminate 
risk entirely. The complexity of connected vehicle ecosystems, 
combined with:
–	 continuous software evolution,
–	 third-party dependencies, and
–	 emerging and unknown vulnerabilities,
ensures that a residual risk layer remains unavoidable.

Technical mitigation defines how well risk is controlled, 
but it does not remove the risk itself. 

This makes it essential to complement technical measures 
with broader risk management strategies, particularly address-
ing financial and liability exposure, as discussed in the follow-
ing section.

As outlined in previous sections, connected vehicle ecosys-
tems inherently retain a level of residual risk due to system 
complexity, evolving threat landscapes, and dependencies  
on external services and partners. These residual risks increas-
ingly manifest in forms that extend beyond traditional auto- 
motive loss scenarios, including:
–	 Loss of vehicle use and service availability
–	 Business interruption, particularly for fleet and  
	 mobility operators
–	 Multi-party liability exposure with complex recourse  
	 structures
–	 Reputational and downstream financial impacts
–	 Exposure through user connectivity and digital interaction, 		
	 including mobile apps, identity systems and IoT devices 

A key challenge is that a substantial portion of connected vehi-
cle cyber risk is not fully visible or controllable. As illustrated by 
the concept of the “cybersecurity iceberg”10, technical controls 
and compliance frameworks primarily address the visible por-

tion of risk, while significant exposure remains below the  
surface, arising from system interdependencies, third-party  
services, human factors and unknown vulnerabilities such  
as zero-day exploits. 
This hidden exposure continues to grow. Industry data, such  
as the Upstream Automotive Cybersecurity Report11, shows a 
rapid increase in reported automotive cybersecurity vulnera- 
bilities (CVEs) since 2021, reflecting increasing software  
complexity, connectivity and ecosystem integration. In  
connected vehicle environments, these risks are amplified by 
dependencies on external digital platforms and cloud services, 
multi-party integration across OEMs, suppliers and service 
providers, and continuous software evolution. As a result,  
even well-designed and compliant systems remain exposed  
to residual and potentially systemic risks that can propagate 
across fleets and platforms. Risk management therefore has 
to focus not only on reducing vulnerabilities, but also on  
managing the financial consequences of uncertain and  
unavoidable cyber risks.

4.2 Addressing residual risk – risk transfer

Sources:
10 	 Reference to NCSC: “Cyber security culture iceberg.” https://www.ncsc.gov.uk/collection/cyber-security-culture-principles/the-cyber-security-culture-iceberg
11 	Upstream’s 2026 automotive cybersecurity report

https://www.ncsc.gov.uk/collection/cyber-security-culture-principles/the-cyber-security-culture-iceberg
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Role of Risk Transfer
In this context, risk transfer mechanisms, primarily insurance, 
provide a structured approach to managing the residual layer 
of exposure that remains after technical mitigation. Specifi-
cally, risk transfer enables organisations to:

 	 Stabilise financial exposure: Absorb low‑frequency  
		  but high‑severity losses, including systemic or  
		  fleet‑wide incidents 

 	 Bridge liability uncertainty: Provide financial certainty  
		  in fragmented ecosystems where responsibility is 		
		  unclear, contested or subject to delayed recourse

 	 Address emerging loss categories: Cover exposures  
		  such as loss of use, non‑physical business interruption 
		  and service disruption that are not fully addressed by  
		  traditional insurance frameworks 

Importantly, risk transfer complements, rather than replaces, 
technical cybersecurity. It ensures that the financial conse-
quences of risks that cannot be fully controlled or predicted  
are managed in a structured and predictable way. 

5. Solution and forward-looking considerations

Connected vehicle cyber risk cannot be reduced to a binary 
question of compliance. Even in highly mature and compliant 
environments, residual risk remains due to increasing software 
complexity, ecosystem dependencies and evolving threat land-
scapes. Managing the risk requires more than technical con-
trols alone. It demands an integrated approach that combines:

 	 technical cybersecurity assessment, 

 	 structured risk quantification and rating, and 

 	 financial risk management and transfer.

To address this challenge, Munich Re and TÜV SÜD are jointly 
developing a framework that translates cybersecurity posture 
into actionable risk insights and business decisions.

The approach combines TÜV SÜD’s expertise in automotive 
cybersecurity, certification and regulatory compliance with 
Munich Re’s capabilities in risk quantification, underwriting, 
insurability assessment and financial risk transfer. Together, 
they bridge the gap between technical cybersecurity assess-
ment and financial risk management, enabling organisations  
to better understand, manage and transfer connected vehicle 
cyber risk.

At the core of the approach is a structured, scenario based frame- 
work that links technical cybersecurity analysis with financial 
risk evaluation across the connected vehicle ecosystem.

Risk identification and risk assessment 
The framework identifies and assesses cyber risks across  
the full connected vehicle ecosystem using a scenario-based 
approach. Rather than focusing on isolated technical vulnera-
bilities, it captures how cyber threats emerge across vehicle 
systems, backend platforms, software supply chains and  
external service dependencies, and how these translate into 
operational and financial impacts.
Cybersecurity risk is defined through realistic loss scenarios 
covering both physical and non-physical effects. These include 
loss of vehicle functionality, service disruption, liability expo-
sure, data breaches involving vehicle or customer data, and 
digital fraud such as misuse of connected services, unauthor-
ised transactions or account compromise. This ensures that 
risk assessment reflects the increasing importance of digital 
and service-driven exposure in connected ecosystems.
The framework evaluates existing cybersecurity controls  
based on established regulations and standards such as  

UN R155/R156/R157, ISO/SAE 21434, and ISO 2700112. The 
focus is not on compliance alone, but on the effectiveness 
of controls in preventing, detecting  and mitigating defined  
risk scenarios and their associated business impact. 

Cybersecurity rating and risk translation
Assessment results are translated into a structured cyber- 
security risk rating that combines control maturity with the 
severity and frequency of identified loss scenarios.

This provides a forward-looking view of residual exposure, 
highlighting critical risk clusters, systemic dependencies and 
potential accumulation effects across fleets, platforms and  
services. It moves beyond a binary compliance perspective 
towards a continuous view of cybersecurity effectiveness 
over the vehicle lifecycle.
 
By expressing cybersecurity posture in risk and financial  
terms, the rating establishes a common basis for engineering, 
risk management and financial decision-making. It supports 
prioritisation, governance, and risk-based decisions, including 
insurance and risk transfer.

5.1	 Proposed framework: cyber risk assessment and rating

Source:
12 	 https://www.iso.org/standard/27001

https://www.iso.org/standard/27001
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From technical risk assessment to risk treatment
The next step is to translate cybersecurity insights into practical 
risk treatment decisions. As already discussed, not all risks can  
be fully mitigated by taking technical or organisational measures. 
Residual exposure remains due to systemic dependencies,  
external services and unknown vulnerabilities, including large-
scale disruptions and third-party failures.

In this context, cybersecurity assessment serves not only to im- 
prove technical resilience, but also to enable a clear differentiation 
of risk treatment strategies. Organisations have to determine 
which risks can be accepted, which can be reduced through 
enhanced controls or governance, and which require financial 
protection. This shift from purely technical mitigation towards 
a broader enterprise risk management perspective is essential in 
environments where risks extend beyond organisational bounda-
ries and evolve continuously over time. By linking cybersecurity 
posture directly to business impact and financial exposure, the 
framework enables OEMs and ecosystem participants to align 
cybersecurity investments with risk prioritisation, cost-benefit 
considerations and overall risk appetite.

 

Role of risk transfer and insurance
Insurance plays a critical role in addressing residual cyber risk that 
cannot be fully controlled or predicted. The structured cybersecu-
rity rating provides a transparent and scalable basis for translating 
technical exposure into insurable risk profiles, enabling a more 
informed and differentiated approach to risk transfer.

–	 For OEMs and ecosystem participants, this allows residual 
	 exposure particularly related to availability disruptions, liability 
	 claims, data breaches and digital fraud to be transferred 
	 through tailored insurance solutions. Coverage structures, 
	  limits and pricing can be aligned with the organisation’s  
	 cybersecurity maturity and risk profile, ensuring that financial 
	 protection reflects actual exposure rather than generic 		
	 assumptions.
–	 For insurers, the framework provides enhanced visibility in 
	 terms of risk quality, control effectiveness and systemic 
	 dependencies, enabling more accurate assessment of  
	 insurability, accumulation risk and pricing adequacy.  
	 At the same time, it supports the development of dedicated 
	 cyber physical insurance solutions, specifically designed to 
	 address the unique characteristics of connected vehicle  
	 ecosystems.

Overall, this approach establishes a common analytical basis 
between technical and financial stakeholders, reducing uncer-
tainty and facilitating more effective management of complex, 
multi-party cyber risks.

5.2	Linking cybersecurity to risk transfer and insurance

OEM responsibility in lifecycle risk management
Within the connected vehicle ecosystem, OEMs remain the  
central responsible entity, both from a regulatory perspective  
(e.g. UN R155) and in the eyes of customers and stakeholders. 
As vehicles evolve into software‑defined and continuously con-
nected systems, OEM responsibility extends beyond traditional 
design and manufacturing into ongoing lifecycle management, 
including software updates, backend services and ecosystem 
integration.

This expanded scope increases exposure to risks originating  
outside direct OEM control, such as third‑party service disrup-
tions, supply chain vulnerabilities or external platform failures. 
Nevertheless, OEMs are generally perceived as the primary 
accountable party, which requires a holistic and lifecycle‑oriented 
cybersecurity approach that aligns identified risks, implemented 
controls and operational processes.

In addition, evolving EU legal frameworks such as the Cyber 
Resilience Act (CRA) and the revised Product Liability Directive 
(PLD) further reinforce this shift by linking cybersecurity perfor-
mance more directly to legal accountability and financial liability. 
These developments emphasise that cybersecurity must be  
managed not only as a technical requirement, but as a core  
element of enterprise risk and liability management.

In this context, a certain degree of transparency and structured 
communication of cybersecurity posture and risk exposure also 
becomes increasingly relevant, not only for internal governance, 
but to support interactions with ecosystem partners, regulators 
and financial stakeholders. Such transparency can facilitate a 
shared understanding of risk and contribute to more effective 
coordination of risk management and risk transfer mechanisms.

Towards a risk‑based insurability model
Building on this foundation, the Munich Re and TÜV SÜD frame-
work enables a transition from compliance‑driven evaluation to a 
risk‑based insurability model. Instead of focusing on minimum 
requirements, cybersecurity is assessed based on actual maturity 
and residual exposure, improving transparency of risk quality and 
enabling more accurate financial evaluation.

This approach supports consistent risk comparison, improved 
pricing accuracy and stronger incentives for continuous improve-
ment, while establishing a shared understanding between cyber-
security engineering and financial risk management. As a result, 
OEMs and insurers are better equipped to manage, communicate 
and finance the evolving risks of connected vehicle ecosystems.

5.3 Role of OEM responsibility and risk-based insurability 
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6. Conclusion

The rapid evolution of connected vehicle ecosystems is funda-
mentally reshaping the nature of automotive risk. As vehicles 
become increasingly software‑defined and dependent on  
interconnected digital services, cyber risk extends beyond the 
vehicle itself into a complex, multi‑party ecosystem involving 
OEMs, service providers and supply chain partners.

This paper has demonstrated that connected vehicle cyber  
incidents are no longer limited to isolated technical failures,  
but can result in large-scale operational disruption, financial 
loss and distributed liability exposure. Real world examples, 
including service outages, software deployment issues and  
backend vulnerabilities illustrate how risks can propagate  
across systems and scale rapidly, even in the absence of direct 
attacks on the vehicle itself. At the same time, regulatory frame-
works such as UN R155 reinforce this shift by establishing life- 
cycle-based cybersecurity responsibility, effectively extending  
OEM accountability beyond product delivery into ongoing  
operation, software updates and ecosystem management.  
However, compliance with these frameworks, while essential, 
does not eliminate risk.

Residual cyber risk remains an inherent and unavoidable charac-
teristic of connected vehicle ecosystems. Against this backdrop,  
a key structural challenge emerges: risk origination, risk control 
and financial consequences are no longer aligned within a single 
entity. OEMs, in particular, increasingly bear responsibility and 
reputational exposure, even when failures originate from external 
systems or ecosystem dependencies.

Addressing this challenge requires a shift from a purely compli-
ance, or prevention-focused approach towards an integrated,  
risk-based management framework. The joint Munich Re and 
TÜV SÜD approach demonstrates how cybersecurity can be  
systematically translated into measurable risk metrics, enabling 
consistent evaluation of exposure, informed decision-making,  
and alignment between technical and financial perspectives. In 
this context, risk transfer mechanisms, including insurance, play 
an important complementary role by providing financial protec-
tion against residual, systemic and difficult-to-predict risks,  
such as availability disruptions, liability claims, data breaches 
and digital fraud. At the same time, greater transparency of  
cybersecurity posture and risk exposure can support more  
effective collaboration between OEMs, ecosystem partners  
and financial stakeholders.

Looking ahead, the continued convergence of mobility, software 
and digital services will further increase both the complexity  
and scalability of cyber risk. As OEMs evolve towards service- 
oriented and platform-based business models, managing cyber 
risk will become an increasingly central component of enterprise 
risk management and long-term business resilience. Ultimately, 
the ability to effectively manage, quantify and transfer cyber risk 
will be a key differentiator in navigating the future of connected 
mobility. 
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