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Cyber: The vast majority still see
themselves insufficiently protected

The third Munich Re Global Cyber Risk and Insurance Survey

clearly shows that the need for cyber security and adequate insurance
protection remains high. Munich Re estimates global cyber premiums
at approximately US$14 billion (2023) and expects the cyber insurance
market to reach a size of around US$29 billion by 2027. Given the
continuing trend of more frequent and severe cyber-attacks, the survey
indicates that the protection gap is still disproportionately huge.

Munich Re's cyber experts aim to better understand the challenges
the global economy faces when it comes to cyber preparedness and
the requirements for appropriate cyber insurance solutions. This
year's Global Cyber Risk and Insurance survey included over 7,500
participants from 15 countries, covering all industries and company
sizes. Key topics covered included risk awareness, the role of cyber
insurance with its cover elements and services as well as threat
exposure for both companies and private individuals.
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Jnits role as global market
leader, Munich Re is always
investing in expertise and
accumulation modelling
—and will continue providing
sustainable capacity for insu-
rable cyber risks. However,
the private sector cannot
provide cover for the greatest

systemic cyber risks, such as the failure of critical
infrastructure or cyber war. But a potential solution
to this complex problem is a governmental back-
stop — a precautionary measure of last resort.”

Joachim Wenning, CEO Munich Re Group

.There is still too high a pro-
portion of uninsured cyber
risks. According to our current
global cyber survey, 87% of
managers surveyed state
that their company is not
adequately protected against
cyber risks. Risk awareness
and demand will continue to

rise, also against the backdrop of a rapidly growing
threat from aggressive cyber criminals, new
technologies and dependencies, as well as geo-

political crises.”

Thomas Blunck, CEO Reinsurance
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1.  Management Summary

Digitalisation is advancing in almost every area of business. Of the companies
surveyed nearly all are increasingly focusing on new, smart technologies. Al,
cloud services and data analytics head the list of technology trends that
companies identify have a significant relevance in the near future. A mere 2%
of C-Level participants surveyed do not consider technology trends below to be
relevant to their businesses. This figure has dropped significantly compared to
12% in 2022 and indicates a further increase in dependence on technologies.

Everyone believes in digitalisation

What are the most relevant technology trends for your company? (C-level)

62 %
43%(2022) A 57 % 55%

47% (2022) A

38% (2022) A

45 %

50% (2022) €
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Al Cloud Data Analytics 5G
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Alongside these developments, vulnerabilities, security gaps and cyber-attacks
continue to increase, and our data shows on a global scale, attacks such as ran-
somware and data theft have picked up. Despite a high level of concern, uncer-
tainty around protection is high as 87% of surveyed representatives say their
own organization is not adequately protected against digital threats. Surprisin-
gly this, already high proportion, has actually increased compared to the 2022
survey results (83%).
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87% of all C-Level respondents report that their company
is not adequately protected against cyber-attacks.

87 %

00900
ThndX

Awareness of adequate risk management measures has reached an even
higher level, but still does not seem to be translating into action. On a positive
note, currently, 41% of the decision-makers surveyed are considering taking out
cyber insurance as an essential part of their risk management. According to the
survey, interest in cyber insurance is cross-sectoral. Munich Re believes that the
insurance industry represents a substantial part of the solution when it comes
to cyber risks management, which is why we continue to actively advocate for
efforts that help close the large gap between insured losses and economic
losses in the field. Overall, the respondents’ answers emphasize that, from the
perspective of potential policyholders, carriers need to increase their efforts to
increase cyber risk transparency, make conditions more understandable, and
products easier to assess. Moreover, all stakeholders face challenges, as
adequate risk management is a fundamental prerequisite for cyber insurance
and greater resilience. After all, there’s no doubt about it: Advances in digital
transformation are taking hold worldwide and related complexities are inten-
sifying — without sparing those who are not sufficiently prepared.

In response, the insurance industry has proven that it can provide significant
value-add for its clients with comprehensive solutions that adapt to the rapidly
changing risk landscape. Munich Re constantly innovates as a leading cyber
reinsurer, offering our clients, long-standing expertise and sophisticated
solutions. For comprehensive country-based insights, as well as for more
information about Munich Re’s products and services, please contact your
Client Manager or your local team of cyber experts at Munich Re.
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Cyber Risk awareness

According to the survey results, awareness of cyber risks varies considerably
across the globe: Respondents from North American and Northern European
as well as Australian and some Asian markets are quite concerned about a
potential cyber-attack. Southern European, Latin American, African, and Indian
C-Level respondents are highly concerned. The most concerned market in the
previous survey wave, India, was superseded by Spain, where 90% of C-Level
respondents were concerned or extremely concerned about a cyber-attack.
Spain was followed by India (88%), South Africa (86%) and Brazil (84%). As in
the previous survey, the contrast to this sentiment rested in Northern Europe —
where Sweden continues to take a relaxed approach to cyber threats: only 35%
of the responding Swedish C-Level is concerned or extremely concerned about
a potential cyber-attack. The world map below shows the percentage of C-level
executives concerned and extremely concerned about a potential cyber-attack

on the

ir company.

How concerned are you about a potential attack

on your company?

Canada

70%

USA

68%

Brazil

84%

UK—
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On a global average, 72% of C-Level respondents are concerned or extremely
concerned. Regarding the company split according to annual revenue the
highest level of concern can be constituted for the segment of US$200 million
upto1bn.

How concerned are you about a potential attack
on your company? (Global C-Level)

34 %

extremely concerned

22 %

somewhat
concerned

&

Concerned + extremly concerned

38%

concerned

< 1million USD
1-200 million USD
200 million - 1 billion USD
1-5 billion USD
> 5 billion USD
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Unsurprisingly, among survey participants, the C-levels in the IT (77%) and
finance (75%) sectors show the highest levels of alertness. The public sector,
on the other hand, has the most relaxed view of the situation, with only 60%
being concerned or extremely concerned, which is the lowest proportion in
comparison.
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3. Cyber threats

Publicly recognised attacks only reflect a fraction of the reality. However,
countless low-threshold attacks are targeted against individuals and smaller
companies every day. These are barely publicised, but in total cause damage
running into the billions of dollars. Little wonder that the still relatively young
"business field” of cybercrime-as-a-service is booming, with the capability to
inflict damage on virtually anyone in cyberspace. For decision-makers it is key
to understand the "what, why, and how" of attacks along with any potential
exposure they might have — and then to arm themselves effectively through
prevention, recovery, and risk transfer.

3.1 Main cyber threat vectors

Which of the following has your company ever been affected by?
(Global C-Level)

46% 47%

@

77N
m

Ransomware Online Fraud Data Breach

© Munich Re, 2024

Data breach tops the list of attack vectors at 47%, just ahead of online fraud
(42%), followed by ransomware (30%). Significantly more than every second
company, regardless of size, has already been affected by one of the three
attack vectors.
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Companies affected by cyber crime
Which of the following have you ever been affected by? (Global C-level)

200 million =1 billion USD 46 58 39
percent
B Online Fraud [l Data Breach ¥ Ransomware
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Whereas the survey ranks ransomware “threat number 3", the Munich Re
Cyber Data Analytics Team observed that ransomware was, by far, the leading
cause of cyber insurance losses. This is why the survey shed a focus light on
this phenomenon.

Regarding ransomware attacks, 98% of C-level respondents said the attack
had an impact on day-to-day operations: in 40% of cases, the incident had
an immediate impact, and in 25%, an even worse severe immediate impact
on day-to-day business. These numbers illustrate the immense threat posed
by ransomware.

Impact of ransomware attacks

How strong was the impact of the ransomware attack on a day-to-day business? (Global C-level)

29 % 40 % 25%

2024 2024 2024
Certain impact on Immediate impact on Severe immediate impact
day-to-day business day-to-day business on day-to-day business
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Unlike with awareness and protection measures, the survey shows that there

is little difference between small and large companies in terms of impact and
damage caused by a ransomware incident: 90% of companies with revenues
of up to US$ 1 million also suffered a direct negative impact on their day-to-day
business, in most cases also connected to a financial loss.
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3.2 The status of the economy’s cyber
threat defense

On average, 87% of all C-Level respondents surveyed worldwide report that
their company is not adequately protected. Given the risk landscape and the
frequency and severity of cyber incidents, this self-assessment of C-level
participants is thought-provoking. The percentage of those who see their
organisation as not adequately protected against cyber-attacks ranged from
80% (ltaly) to 95% (China and Germany) and has increased almost across the
board since the last survey.

Cyber threat defense

Our company is not adequately defending itself (Global C-level)

@ 87%

Prepempe—r- - Lot os
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Italy Brazil France Nether- Japan Canada Sweden Australia India USA UK South  Spain Germany China
lands Africa
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The human factor still plays the most important role in the eyes of the respon-
dents when it comes to cyber protection and preparedness: unwary employees
and too few or inadequately trained staff are the two top reasons, followed by
poor integration of security solutions and lack of collaboration between depart-
ments. In comparison to our 2022 survey, this sequence remained identical.

What are the main challenges in improving cyberthreat defense
in your company?

2024 Global
(C-Level)
]
@ Low security awareness among employees — 46 %
a®
(o)
|{§§ Lack of human resources/skilled personnel —> 31 %
Al 7 _ o . . . 0
&Li)ﬁf’ Poor integration/interoperability of security solutions S 30%
& Lack of collaboration between individual departments S —> 26 %
Nz
I@ Lack of effective solutions available on the market —_—> 23 %

© Munich Re, 2024

Munich Re GLOBAL CYBER RISK AND INSURANCE SURVEY

1



Commercial Cyber Insurance

The business potential for the insurance industry remains extremely high in the
cyber line of business, as many risks are still uninsured. However, the results of
the survey suggest that the insurance industry must become even more active
in sales and education from the perspective of (potential) policyholders. In
addition to necessary educational work and more transparency, the insurance
industry should endeavour to explain the cyber topic more clearly to its clients
and seek dialogue to encourage an increase in cyber insurance penetration.
Although the contact ratio has improved significantly compared to the previous
survey wave, the percentage of those who have never been offered cyber
insurance is still high at 28%.

Cyber offering

Has commercial cyber insurance ever been offered to your company? (Global C-Level)

42 %

Yes

51%

33 %

28 %

© Munich Re, 2024

Company cyber insurance status

Would you take out a cyber insurance policy for your company?

2024 Global
(C-Level)

@@

8%

> Al

41 % 9%

My company considered My company is My company has no
taking out an insurance considering taking cyber insurance in place
policy but decided out an insurance policy and does not plan to take
against it and will very likely do so out an insurance policy

© Munich Re, 2024
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Slightly more survey participants than in 2022 have a cyber policy in place.
However, while demand and the official market figures have indeed increased,
the global cyber insurance market overall still shows a significant insurance gap
with a very low penetration rate. This is why also the 17% of respondents, who
either actively decided against cyber insurance or didn't consider insurance
protection at all, should be addressed and educated on how to improve their
own risk situation, so that they can take out cyber insurance in future or at least
consider it.

Company cyber insurance status

Would you take out a cyber insurance policy for your company?

<1 million USD

1 million — 200 million USD
200 million =1 billion USD
1 billion - 5 billion USD

> 5 billion USD

Global C-Level
(Annual revenue)

percent

[ | My company is [ | My company considered My company has no
considering taking out taking out an insurance cyber insurance in place
an insurance policy and policy but decided and does not plan to take
will very likely do so against it out an insurance policy
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A closer look at the data highlights that large companies with higher revenues
are particularly aware of the risk of cyber-attacks and the benefits of holistic
cyber insurance. Here, the percentage of those who have decided against an
insurance policy is significantly lower. Among companies with more than

US$ 5 billion in revenue, only 3% explicitly decided against cyber insurance
and only 5% did not even consider it at all.
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Why does your company have no cyber insurance in place?

Global (C-Level)

26 %

26%
123%
15%
19% |
21%

23 %
15 %
19 %
AR
%

Did not know that cyber insurance

existed
Price of coverage

Did not understand the product/
what was covered

No cyber exposure

No trust in cyber insureance

Insufficient scope of servicesincluded

in the insurance product

1-200 million USD
200 million 2
1 ion U8B
1 -5 billion USD

| B2

> 5 billion USD

Feared the risk assesment process

None of the reasons

© Munich Re, 2024

A significant share of C-level respondents who have no cyber policy in place
stated — after price, again the most frequently mentioned criterion (33%) -

to be unaware of cyber insurance and affiliated solutions offer. They either
replied that they did not know that cyber insurance exists (26%) or that they
did not understand the product (23%). Again, lack of knowledge about risk
transfer solutions was highest in the small business segment (revenue up to
US$ 1million), at 34%. The reasons feedbacked on insurance status emphasise
the need of greater wording standardisation and transparency to reduce or best
avoid ambiguity. In addition, the insurance industry needs to better explain its
solutions to the market. On a positive note, the finance (39%) and IT (34%)
sectors, which are among the sectors most affected by cyber-attacks, have the
highest values in terms of insurance contracts already concluded. At 48%, the
manufacturing industry shows the highest share of respondents specifically
considering taking out insurance. Particularly in view of the increasing number
of ransomware and supply chain attacks in recent years, this industry will
continue to face an increasing pressure to deal with the threat situation.
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Protection measures, pre- and
post-incident services

The cyber insurance market has changed noticeably in the past five years.

In light of the high-risk dynamics and the still maturing market with very low
penetration rates, more volatile premiums can be expected in comparison to
traditional lines of business. All the more important are underwriting guidelines
and minimum-security standards that risk owners need to implement before
gaining access to cyber insurance. The better the resilience of clients, the lower
the risk for becoming a victim of a cyber-attack. An overwhelming portion of
surveyed C-level is aware of the fact that each surveyed company is in need

of pre-incident (96%) as well as post-incident (95%) services. Even in countries
like Sweden or the Netherlands, where C-level seem to be less concerned of
cyberattacks, 90% or more of the respondents see the urgency for both kind of
services. As in the 2022 survey, Japan again was the outlier, with 18,5% saying
they don't need pre- or post-incident services.

Network security (66%), backups (60%) and anti-malware tools (57%) are
considered to be the most important precautionary measures. For post-incident
services, respondents focused on data recovery (70%), a help hotline (58%),
forensic (51%) and legal advice (51%) after an attack. Only 36% saw the
reputational aspect as a relevant post-incident factor.

In comparison to 2022, the interest in each surveyed pre- and post-service
category has risen. This tendency clearly reflects the importance of these
services for safeguarding digital assets and/or responding to a cyberattack.

@ Network security (e.g. firewall)

@ Backup of crititcal systems and data

Pre-incident services for commercial lines

Which of these services should be covered by cyber insurance solutions for protection against cyberattacks?

2024 Global
(C-Level)

66 %

60 %

0(9).0
0—:5 Identity and access (e.g. password) management

X .
a @ 1 Employee security awareness measures

—
—
—_— 57 %
—> 55 %
—

51%
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Post-incident services

Which of these services should be covered by cyber insurance solutions for recovery
after a cyber incident?

E{L Restoration of data (from backups) L —

@ 24 hour help hotline o

ED Forensic services after an incident - —>

/@ Legal advice

v

N m—
E®Ii Consulting in case of extortion L —>
Q
O . .
% Restoration of reputation L —>
Nz

]% @[ My company does not need any of them —>

2024 Global
(C-Level)

70 %

58 %

52 %

52%

51%

40 %

5%
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Call to increase cyber resilience
and insurance penetration

Supply and demand for cyber insurance have increased slightly, but most
respondents are still not adequately protected or even prepared. In view of the
market situation, the requirements on the part of insurers to provide access to
products and solutions and to ensure sustainability for this line of business are
also increasing. The potential for cyber insurers remains high, but resilience
and readiness are a prerequisite for tapping into this potential. Amongst other
things, it is also the duty of the insurance industry to explain the importance

of resiliency measures on risk exposure to their clients and customers —and
this would include discussing influencing factors such as premiumes, prices,
coverages, limits, terms and conditions, and access to insurance.

By helping to safeguard the digital world, insurers can once again demonstrate
the industry’s relevance to the resilience of the economy and society. The
insurance industry offers a variety of attractive solutions which continue to
attract the uninsured. At the same time, the focus lies on ensuring that insurance
cover is sufficient and offered on a sustainable basis. This also requires broad
collaboration including the entire cyber security ecosystem as well as govern-
mental stakeholders. Using its expertise and stability, Munich Re remains
committed to addressing the growing demand from cedents and insureds as
relevant partner. Munich Re Cyber Experts and Client Managers are available
if you would like to see insights from the country-specific evaluations or if you
want to learn more about Munich Re's cyber insurance solutions.
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Methodology of the Survey

The survey was conducted on behalf of Munich Re by the global market
research company Statista in December 2023 and analysed with Munich Re's
internal experts in January and February 2024.
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Respondents
- Global: More than 7,500 in total in 15 countries

- Representative results globally and for each country

- Results representative for commercial and private
lines business through C-Level / Employee split

=5
Countries

- Australia - Germany - South Africa
- Brazil - India - Spain

- Canada - ltaly - Sweden

- China - Japan - UK

- France - Netherlands - USA

v—

(900001 /JG
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Company sizes

—-1-9employees: 8% revenues
-10 - 249 employees: 33 % — > 1 million U

- 250 - 2499 employees: 29 %
—-> 2500 employees: 27 %

Company'’s annual

-1 million - 200 million USD: 30 %
— 200 million - 1 billion USD: 14 %
-1 billion - 5 billion USD: 10 %

- > 5 billion USD: 7%

Surveyed industries

- Consumer products
SD:13% & services: 15%
— Information technology: 21%
- Finance: 9%
- Transportation / Communi-
cation/ Untilities: 8%

— Industry / Manufacturing: 13%
- Education: 9%

- Healthcare & Pharma: 7%

— Public Authority / Defence: 6 %
— Other: 11%
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Getin Touch

Martin Kreuzer
Senior Risk Manager Cyber Risks
E-Mail: MKreuzer@munichre.com

Axel von dem Knesebeck
Corporate Underwriting Cyber
E-Mail: AKnesebeck@munichre.com
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Miinchner Riickversicherungs-Gesellschaft
(Munich Reinsurance Company) is a reinsurance
company organised under the laws of Germany.
In some countries, including in the United States,
Munich Reinsurance Company holds the status
of an unauthorised reinsurer. Policies are under-
written by Munich Reinsurance Company or its
affiliated insurance and reinsurance subsidiaries.
Certain coverages are not available in all
jurisdictions.

Any description is this documents is for general
information purposes only and does not constitute
an offer to sell or a solicitiation of an offer to buy
any product.



