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1  Introduction
Artificial Intelligence (AI) has captured the world’s attention. AI is the broad 
term encompassing software systems that mimic human intelligence in deci-
sion-making. AI includes many different types of technologies including com-
puter vision, natural language processing, and text and image generation 
(GenAI). While AI models have been used across industries for decades, the 
launch of ChatGPT, a GenAI model, in November 2022 [1] was an instant suc-
cess, reaching 100 million users in two months [2]. ChatGPT caused a rapid 
intensification in interest in AI for many different facets of life. As of 2023, 
investment and research into AI is only expanding [3], with startups raising US$ 
42.5bn across 2,500 equity rounds, the US seeing AI funding jump by 14% year 
on year in 2023 [4], and in academia the total number of AI publications dou-
bling since 2010 [5]. While it is still early in the year, these trends appear to be 
continuing in 2024.

As increasingly more companies explore AI use cases in their business, the 
awareness of the risk of AI “going wrong” and causing damage is also increas-
ing. From journalists cataloguing AI errors, like Aaron Drapkin in his blog “AI 
Gone Wrong: An Updated List of AI Errors, Mistakes and Failures” [6] to universi-
ties like George Washington University (GWU) collecting AI-related lawsuits in 
a public database [7], many people are keeping a close eye on AI models mak-
ing mistakes and their repercussions to try and gauge the impact of AI errors.

Regulators have also not stayed quiet. SEC1 Chair Gary Gensler recently com-
mented on CNBC on algorithmic trading: “what is the responsibility of someone 
using an AI model and the AI model hallucinates? […] If a company is using Artifi-
cial Intelligence in a material way […] and in that, that program has a tendency to 
hallucinate, they have to consider those risks” [8]. Similarly, EEOC2 Chair Char-
lotte Burrows pledged to “vigorously use our collective authorities to protect 
individuals’ rights regardless of whether legal violations occur through traditional 
means or advanced technologies” [9] – with as a result that “if the vendor is 
incorrect about its own assessment and the tool does result in either disparate 
impact or discrimination or disparate treatment discrimination, the employer 
could still be held liable” [10]. These are not empty threats either – a tutoring 
company recently had to settle with the regulator for US$ 365,000 after using 
an AI model to hire tutors that was later found to be discriminating against 
older applicants [11]. Both statements seem to point in the same direction: not 
only AI providers but also intermediaries and the users of AI systems are 
responsible for the mistakes that their AI models make.

Despite the buzz around AI making mistakes, the question as to how existing 
insurance policies protect insureds if AI goes wrong is still unanswered [12]. As 
insurance follows liability, insurers as well as insureds are facing a multitude of 
questions.

The Insure AI team at Munich Re has been insuring the performance risks of AI 
models since 2018. As a leading provider of reinsurance, primary insurance and 
insurance-related risk solutions, Munich Re employs many experts in emerging 
technologies and risk management. In this white paper, we aim to raise some of 
the most important questions about the new risks posed by AI applications and 
provide an understanding of what to consider when answering those questions 
for both insurers and insureds. This paper seeks to explain:

1	 U.S. Securities and Exchange Commission (SEC): independent agency of the United States federal 
government. The primary purpose of the SEC is to enforce the law against market manipulation.

2	 Equal Employment Opportunity Commission (EEOC): federal agency established to administer and 
enforce civil laws against workplace discrimination.
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Due to the bulk of litigation taking place in the US, and the authors’ business 
focus, this paper has a US-centric perspective and will not comment on other 
jurisdictions. With the current discussions around the EU AI Act, it will be inter-
esting in the future to contrast the conclusions of this paper with the European 
rules to come.

−	What can lawsuits alleging AI mistakes tell us about liability? 
In Section 2, this document analyzes a database by researchers from 
GWU of 137 AI lawsuits filed and categorizes them by algorithm type, 
the reason for the lawsuit, and the industry. The analysis shows that AI 
lawsuits have steadily increased and that, over time, the reasons for law-
suits diversify. It also shows that many industries have been impacted  
so far and that the lawsuits have hit AI models across the board.

−	What potential damage caused by AI could trigger lawsuits? Why 
could it be difficult to attribute liability for the damage? What insur-
ance policies could be triggered by what risks? 
In Section 3, this document lists the diverse nature of the potential dam-
age that AI can cause, explores the challenges with attributing legal lia-
bility, and shows that a wide variety of insurance policies could be trig-
gered or lead to more severe losses than anticipated if AI were to make  
a mistake – what we will call “silent AI risk”.

−	How can insurers and brokers determine whether traditional insur-
ance policies cover AI risks? Which risks are covered in existing 
insurance policies and where might the coverage be spotty? 
In Section 4, after giving a general guide where the insurance contract 
could (lacking explicit terms) include – or exclude AI risks, the analysis 
will touch upon the areas that are currently covered, such as physical 
damage and bodily harm caused by AI, as well as the areas that are less 
covered, especially AI decisions resulting in discrimination and pure 
economic losses.

−	How might the AI insurance market evolve in the future? 
Drawing from the cyber insurance industry, Section 5 will outline the 
different steps that led to today’s cyber insurance market and – because 
of the parallels in the adoption of the internet and AI – contrast them 
with what is happening (and is predicted to happen) in the AI insurance 
market to try and forecast the future of AI insurance.
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2  AI lawsuits: What can they tell us?
AI malfunctioning or “going rogue” has been a long-time theme in science fic-
tion, but the first settlements and lawsuits for malfunctioning AI have already 
been filed and paid. Due to the probabilistic nature of the underlying algorithms 
and despite continuous improvements, AI will continue to make mistakes. This 
means that, despite implementing all technical steps to create an optimal 
model, the risk of AI making a wrong decision cannot be eliminated. These mis-
takes have the potential to become increasingly devastating as AI use contin-
ues to increase in vital business operations. An online AI Incident Database has 
tracked over 3,000 reports of harm caused by AI [13], showing that AI-related 
harm is occurring, whether or not a lawsuit is filed.

In a global survey conducted by McKinsey [14] that assessed the risks compa-
nies worry about for their implemented AI, the most-cited risks were inaccu-
racy, cybersecurity, and intellectual-property infringement. The results of the 
survey are shown in Figure 1.

Source: The state of AI in 2023: Generative AI’s breakout year, McKinsey Global Institute, August 2023.

Figure 1 – McKinsey & Company survey on perceived risks to Generative AI
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Furthermore, AI-related lawsuits are on the rise. Researchers at GWU have con-
structed a searchable “AI Litigation Database” [7] where AI and AI-adjacent 
lawsuits can be searched according to the name of the algorithm, the cause of 
action or even the application area.

As of February 2024, 137 lawsuits are listed, going as far back as 2004, which is 
in stark contrast to a quick Google search about the “first AI lawsuit”, which 
points towards a 2022 settlement by the EEOC. This database is maintained by 
volunteers and provides a picture of the state of AI litigation. The number of 
lawsuits may therefore not be exhaustive, but can provide a representation of 
the landscape of AI litigation.

The cumulative numbers in Figure 2 show a gradual increase in AI lawsuits over 
the past 20 years – besides indicating an increase in the reasons3 for filing the 
lawsuits. As an increasing number of people and businesses start using, creat-
ing and selling AI applications, it is not surprising to see an increase in the num-
ber of lawsuits. As AI models change both in their application and in their capa-
bilities, the reasons for filing lawsuits, the alleged harms, become more 
versatile. Lawsuits for due process violations, privacy violations and misrep-
resentations of AI use were some of the first lawsuits filed. When AI models 
were being increasingly used in making housing decisions where they delivered 
biased outputs, there was a rise in lawsuits filed for discrimination in 2018 and 
2019. The rise of privacy lawsuits around 2019 can be attributed to a series of 
class-action lawsuits against Clearview for their scraping of images of faces 
from across the web. The rise of bodily injury lawsuits in 2020 stems mainly 
from Tesla’s autopilot making mistakes. Finally, the jumps in IP infringement 
and defamation lawsuits are due to the rise in popularity of GenAI with the 
introduction of ChatGPT. As the use cases for AI continue to proliferate through 
the economy, we expect the number of lawsuits to increase.

3	 The classification of these lawsuits was performed by the authors. Due process Admissibility / Civil 
and Constitutional Right Infringements due to AI: Cases under this heading included areas where AI 
was being used in a way unacceptable to the injured party’s most basic human rights. An example was 
the denial of parole based on a risk assessment conducted by AI (Rodriguez v. Massachusetts Parole 
Board), but also areas where AI was being used in courts. Privacy violations: Cases under this heading 
included areas where AI or the training of AI breached consumer privacy. Examples included several 
cases of facial recognition technology (Burke v. Clearview AI, Inc., FTC v. Rite Aid Corp, et al.);  
IP Infringement: Cases under this heading included areas where plaintiffs accused companies of 
using their intellectual property to train algorithms. Example cases include Getty Images (US), Inc. v. 
Stability AI, Inc. where a company sued an image creator for using its images in training their models; 
Other: Cases under this heading include areas not otherwise classified; Discrimination: Cases under 
this heading represent lawsuits alleging discrimination by AI systems. Example cases include lawsuits 
where an algorithm was discriminating based on race, gender, etc. (National Fair Housing Alliance v. 
Facebook); Economic and Financial losses e.g. business interruption: This category includes inaccu-
racies, business interruptions, hallucinations, and underperformance resulting in economic and finan-
cial losses. An example case is C.S. et al. v. Saiki, where an algorithm made decisions that reduced ben-
efits for Oregon residents; Bodily injury / Property Damage / Death: This category includes lawsuits 
alleging bodily injury or death. Examples include lawsuits against companies electing to use an AI 
(incorrectly) which later led to bodily injury (Murphy v. Essilorluxottica); Defamation: Lawsuits in this 
category allege that generative AI is defaming them by hallucinating (Walters v. OpenAI, L.L.C.)
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Figure 2 – Cumulative number of AI-related lawsuits mostly in the US according to 10. X-axis starts in 2012 for clarity.
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The data shows that, over the past decade, what started as due process law-
suits has given way to a rise in claims alleging discrimination and IP infringe-
ment. 

Figure 3 shows the lawsuits listed by algorithm, where that information was 
available. Facial recognition and self-driving vehicles are high-risk use cases for 
AI, and significant care should be taken when such technologies are deployed. 
The EU AI Act has named these two use cases as “unacceptable risk” (meaning 
that in future these use cases cannot be deployed in the EU) and “high risk”4 
(which are use cases subject to assessment by third parties prior to being 
placed on the market), respectively [15]. The risk is reflected in the number of 
lawsuits against Clearview (facial recognition) and Tesla’s Autopilot (self-driv-
ing help). However, GenAI is also notably represented in the lawsuits, with many 
major AI model providers being impacted, such as OpenAI, Microsoft, Stability 
AI and Meta. These lawsuits are colored grey in Figure 3. Finally, algorithms 
used in law enforcement, like MIDAS and COMPAS, are also being sued. 

4	 Facial recognition is a high-risk application when used for remote real-time biometric identification.
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Figure 3 – Lawsuits by algorithm. Grey bars indicate GenAI models
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These algorithms are being applied in many different domains of life. AI has a 
broad reach across the economy. The data in Figure 4 shows that the lawsuits 
span a wide range of industries.

  

We have shown that the number of AI-related and AI-adjacent lawsuits is 
steadily rising. As most of these lawsuits still have to be concluded, we are cur-
rently unable to comment on damages quantum, length of trial, jurisdiction 
clustering and other factors that influence the impact of lawsuits for the parties. 
However, taking the points above, we can infer that AI lawsuits should start to 
become a real concern for AI providers, AI adopters and AI users.

The next Section will therefore examine the potential damage that malfunction-
ing AI could cause, point out the challenges regarding establishing liability for 
the damage and, finally, list some of the insurance coverages that could poten-
tially cover AI mistakes.

5	  The ‘Other’ category includes insurance, art, customer services and activism.
6	 Law enforcement and government includes the judiciary, border control, police, and general govern-

ment.

Analyzing the AI Litigation Database 
illuminates a few key points:

−		Despite the first AI-related lawsuit 
being filed in 2004, an uptick in AI  
lawsuits in the past six years is visible

−	New avenues to sue for AI-related 
losses (read: reasons for AI lawsuits) 
have been steadily increasing over the 
years

−	It is not one “faulty model” that is 
being sued – all models can make  
mistakes or cause different types of 
harm; risks cannot be mitigated  
by “avoiding the bad model”

−	As AI enjoys widespread use in many 
industries, most industries are  
represented in the lawsuit database – 
the potential for harm caused  
by AI is not confined to one industry

Gaming
Other

Figure 45 – Number of AI lawsuits by industry6
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3  ��Damage caused by AI – potential financial losses, 
potential challenges, potential coverage

Like for many other business risks, there are mitigation strategies that compa-
nies can adopt to minimize their exposure to costly or vexatious lawsuits, 
caused by AI malfunctioning. Some of these strategies have been outlined in 
Munich Re’s previous white paper [16]. Technical mitigations reduce the risks of 
AI malfunctioning, but cannot fully eliminate them.

Below, we will outline the potential damage that AI systems could cause, why 
attributing that damage to involved parties can be tricky, and which insurance 
policies could be triggered.

3.1  What losses can AI mistakes cause?

−	Property damage, bodily injury or even death could be the result of AI mal-
functioning within physical products. Examples are self-driving cars injuring 
pedestrians, as happened when a driverless taxi in San Francisco ran over a 
woman in October 2023 [17], cleaning robots causing property damage, or an 
automated plant malfunctioning and injuring employees, like in South Korea 
in 2023 where an industrial robot crushed a man after misidentifying him as a 
box [18].

−	Fines and penalties imposed by a regulator or authoritative body where 
the use of an AI model violates due process rights or other constitutional 
rights, or where AI models discriminate against protected groups and a regu-
latory authority imposes fines to compensate the victims or deter the wrong-
doers. Many US agencies, including the FTC7, EEOC, CFPB8, DOJ9 and SEC, 
have issued statements and strategies describing their no-tolerance stance 
on AI-related wrongdoings [9]. At the heart of the statement is the clear mes-
sage that “the AI did it” will not be considered a valid defense for model users 
and developers to disclaim liability for injury caused to third parties. 

−	Privacy violations might be alleged if an AI model unlawfully collects confi-
dential, personal or identifying information, or if the scraping (a technique 
where a computer program extracts data from human-readable output com-
ing from another program) used in the training of the models unlawfully cap-
tures personally identifiable information. Exemplary lawsuits include the 
alleged unlawful surveillance activities by Clearview AI in California (Ren-
deros v. Clearview AI, Inc.) [19], the unlawful collection of customers’ voice-
prints without their consent in a fast-food restaurant drive-thru (Carpenter v. 
McDonald’s Corporation) [20], and the training of GenAI models on private 
information from internet users (P.M. et al. v. OpenAI LP) [21].

−	Data leaks often lead to huge damage, as they can result in the dissemination 
of trade secrets and lead to financial losses, public embarrassment or loss of 
shareholder or customer confidence. Leaks can occur as a result of using AI. 
To date, no lawsuits have been filed for data leaks. This is not to say that they 
haven’t happened yet. Most well-known is probably the incident at Samsung 
in 2023, where Samsung employees inadvertently leaked sensitive company 

7	 Federal Trade Commission (FTC): an independent agency of the United States government whose 
principal mission is the enforcement of civil antitrust law and the promotion of consumer protection.

8	 Consumer Financial Protection Bureau (CFPB): an independent agency of the United States govern-
ment responsible for consumer protection in the financial sector.

9	 United States Department of Justice (DOJ): federal executive department of the United States govern-
ment tasked with the enforcement of federal law and administration of justice in the United States.

Analyzing AI related lawsuits shows 
that AI mistakes can cause a wide 
variety of losses:

−		Property damage, bodily injury or  
even death

−	Fines and penalties imposed by a  
regulator or authoritative body

−	Privacy violations
−	Data leaks
−	IP infringement
−	Pure financial losses
−	Defamatory comments, images,  

or references generated by an AI 
model

−	Discrimination

Munich Re
Mind the Gap
An analysis of AI liability risks

Page 10/27



data, including the source code of software responsible for measuring semi-
conductor equipment [22]. Other risks include the possibility of leaking train-
ing data, as experienced by researchers successful in tricking an Nvidia large 
language model into releasing personally identifiable information of over 
71,000 employees [23] via an adversarial model prompt.

−	IP infringement related to AI is an area that is dominated by GenAI lawsuits. 
Lawsuits and other disputes pertaining to alleged IP infringements, insofar as 
they are caused or triggered by the use of GenAI, could come about from sev-
eral different directions:

·	Firstly, the user of the GenAI model could be sued for using generated 
images that are substantially similar to existing copyrighted images. GenAI 
platforms, aware of this risk and the impact it could have on their business, 
are already offering protection against this risk for a subgroup of their clients 
[24, 25, 26].

·	Secondly, the owners of copyrighted images or protected text could sue 
GenAI platforms for unauthorized use of their images or text as training 
material, as alleged by, amongst others, Getty Images (Getty Images (US) 
Inc. v. Stability AI [27]), the New York Times (The New York Times Company 
v. Microsoft) [28] and the Authors Guild (Authors Guild v. OpenAI, Inc.) [29], 
which is the bulk of copyright cases against AI models at the moment.

·	Finally, there have been lawsuits to determine whether AI-generated images 
could themselves have copyright protection, with different outcomes 
depending on the jurisdiction [30, 31].

−	Pure financial losses are financial losses suffered that are not directly attrib-
utable to physical injury to persons or property. They could happen, for exam-
ple, where an AI model inaccurately creates commercial projections that are 
relied upon. One example is Zillow’s recently terminated “iBuying” home-flip-
ping program, where its AI models inaccurately forecasted home prices that 
Zillow relied upon, causing losses for Zillow, as well as the subsequent shut-
down of the business in 2021, which resulted in 2,000 employees losing their 
employment [32]. Similarly, pure financial losses can occur where a trading 
algorithm autonomously makes trades based on accidentally wrongly pub-
lished figures, like in the case where Lyft’s blunder in a published profitability 
metric caused a stock price surge – and subsequently an abrupt stock price 
correction – of over 60% after hours, caused by the trading algorithms [33]. 
Business interruptions are also examples of pure financial losses, e.g. in man-
ufacturing plants using AI. As the reliability of AI improves, we expect to see 
more and more examples of business interruption caused by malfunctioning 
AI. Economic and financial losses can come from a variety of different issues 
caused by AI:

·	Underperformance and inaccuracies can lead to damage and lawsuits in a 
variety of different areas. If error-prone AI models are used in regulated areas 
like housing (C.S. et al. v. Saiki: 04/01/2017) and healthcare (Barrows et al. v. 
Humana, Inc. 12/12/2023), regulators may fine the responsible companies 
for allowing “bad models” to make decisions in sensitive areas. Those fines 
result in financial losses for the company. Furthermore, misrepresentations 
and overpromising of models’ performance can lead to lawsuits brought by 
investors in the company, as regulated by the SEC in the case of BlueCrest 
Capital Management Ltd and others (Tewson v. DoNotPay, Inkie Lee v. Tesla, 
Inc.).
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·	Hallucinations10 are a subgroup of inaccuracies, usually found in GenAI 
models. Chatbots are especially prone to creating hallucinations, which can 
be a problem when they provide information that is relied upon. Air Canada 
was ordered by a Canadian tribunal to reimburse a customer for incorrect 
information its chatbot provided that resulted in the customer being charged 
a higher fare11 [34].

−	Defamatory comments, images, or references generated by an AI model: 
As GenAI creates new content, although accurate in most cases, it can gener-
ate content that mistakenly links a person or company to a situation by misin-
terpreting the connections between those two references. That is what a radio 
host alleged in his lawsuit when ChatGPT produced a false text stating that 
he embezzled money from a gun-rights organization (Walters v. OpenAI LLC) 
[35]. This lawsuit is currently the only one of its kind, but AI generating 
defamatory statements is not, as shown by a professor in Stanford who was 
falsely labelled a “terrorist” [36] by ChatGPT.

−	Discrimination, more specifically disparate impact discrimination, might be 
alleged if a biased model makes discriminatory decisions against a protected 
group. The EEOC settled its first AI discriminatory hiring suit in September 
2023, ordering a tutoring provider using AI in hiring decisions to pay USD 
365,000 [37].

3.2  Who should be liable for the losses caused by AI mistakes?

“A robot may not injure a human being ...” begins the directive laid out in the 
sci-fi visionary’s work “I, Robot” [38]. As the potential losses discussed above 
show, Isaac Asimov’s first law of robotics is receding in the rearview mirror [39]. 
Since AI does indeed make mistakes, the question is: who is responsible for 
them, and who should pay for the costs that arise? Despite decades of aca-
demic discussion on the topic, a clear attribution of responsibility has yet to 
emerge.

There is general agreement that “where the hand of human involvement in 
machine decision-making is so evident, there is no need to re-examine liability 
rules” [40]. This means that where the error or omission of a person caused an 
AI to malfunction, that person bears the responsibility (read: is liable) for the 
resulting damage caused.

Legal uncertainty starts where the human involvement is less clear-cut. When 
AI is autonomous – meaning that it could operate in ways that are unforeseea-
ble by the original programmers – difficult questions about liability arise [41]. 
Some scholars, like Madelaine Clare Elish, suggest that the moral blame does 
not go to the algorithm itself but to the “nearest human” responsible [42]. How-
ever, finding the “nearest human” is not straightforward and causes significant 
challenges to the current legal system, as discussed below.

Common-law tort doctrines generally require a breach of a duty of care owed, 
and a harm being caused due to that breach. Existing tort law might be insuffi-
cient to assign liability due to the human-centric responsibilities they assess. 

10	„AI hallucination” is a phenomenon wherein a large language model – often a GenAI chatbot or a com-
puter vision tool – perceives patterns or objects that are nonexistent or imperceptible to human observ-
ers, creating outputs that are nonsensical or altogether inaccurate.

11	 The chatbot gave the passenger the advice that they could apply for a discount in retrospect (which 
was wrong) while displaying a link to the official policy. The courts in Canada held that the customer 
would be awarded the discount despite the link to the correct information, because Air Canada was not 
able to demonstrate why the customer should not have been able to trust what the chatbot was saying, 
thus not needing to click the link.

Analyzing existing law shows the
challenges of assigning liability for AI 
making mistakes, due to the lack of 
transparency in models because:

−	the autonomy of the models and  
the lack of foreseeability of AI mis-
takes

−	the “black box nature” of algorithms 
making it impossible to understand 
what “caused the mistake to happen”

−	the openness and contributory  
nature of the AI building process
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As uncertainty in the law affects effective risk management, the concepts that 
will be most challenged by AI will be outlined briefly. Especially questions 
around the standard of care required, how AI particularities affect causation, 
who will have the burden of proof to establish the tort and, finally, the question 
of strict liability, will be the more challenging ones for courts and regulators to 
answer.

−	Standard of care in tort: 
More than half a century ago, when discussing the efforts that a driver had to 
make to avoid an accident, a Louisiana court ruled that “A human being, no 
matter how efficient, is not a mechanical robot and does not possess the abil-
ity of a radar machine to discover danger before it becomes manifest. Some 
allowances, however slight, must be made for human frailties and for reaction 
[…].” [43]. Continuing this thought logically would point towards a more strin-
gent duty of care owed to third parties by AI algorithms than humans, as 
David Vladeck correctly points out [40] – a question that will surely be dis-
cussed by the courts at some point in the future.

−	Causation considerations: 
Questions around which effect actually caused the damage – an important 
question to answer when understanding who is liable – as well as whether it 
could have been avoided because it was foreseeable, are obscured by the 
autonomous decisions AI makes, the opaqueness of AI decisions (also often 
referred to as the “black box”) and the openness of AI systems:

·	Autonomy and foreseeability requirements: 
AI is taking over more and more complicated tasks without active human 
control or supervision12. As AI is able to analyze more possible scenarios of 
certain outcomes than humans, sometimes even find optimal ones, to out-
side human observers the system’s actions can be unexpected. If the AI sys-
tem acts without the action being foreseeable, it would be unfair to create a 
rule to, for example, hold the designers liable for the harms the systems 
caused – as is the norm for manufacturers. As such, the actions of a learning 
AI system could be viewed as a superseding cause, similar to an employee 
acting outside the scope of employment [41], breaking the chain of causation 
necessary to establish liability.

·	Opaqueness and black-box system: 
All algorithms are complex and require specialized knowledge to be under-
stood. Sometimes, particular features or weights can be so deeply buried in 
the algorithm that they are hard to identify and understand – even for their 
creators. Today’s LLMs sometimes contain billions of parameters, which 
makes understanding how a parameter correlates to an output impossible. 
The opaque nature of “black box” algorithms and deep learning applications 
results in no one knowing exactly what caused the AI to act a certain way. 
This becomes especially true when the AI system is further modified through 
updates or self-learning [44]. If the expert, the creator, is unsure of how and 
why a decision was made by the algorithm, how should this be determined in 
a courtroom?

·	Openness of AI models: 
Complications might also arise out of the fact that algorithms are often 
made up of different contributions that are not necessarily classified as coor-
dinated input (think open-source contributions). Furthermore, as it can be 
incredibly expensive to develop and build a fully-functional LLM from 
scratch, companies will license a publicly available model, a foundation 
model as the basis of further fine-tuned models that fit a specific business 
need. The outcomes of the model will then depend on a variety of conditions 
from different systems and data, making it very difficult to point to the par-
ties responsible for specific errors the model makes.

12	E.g. https://waymo.com/waymo-one-san-francisco/.
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−	Burden of proof: 
Because of the way that causation is obscured by autonomy, opaqueness and 
the openness of AI models, proving liability is a very difficult task. In order to 
win a case in court, it will therefore be vital to establish which party has the 
“burden of proof” – meaning the duty to show that the elements necessary to 
establish liability were present – and the point at which that burden of proof 
will be shifted to the other side to prove that liability cannot indeed be estab-
lished.

As seen, a traditional application of tort law is difficult when considering the 
new attributes and touchpoints of AI models. While this is just one example of 
the many possible causes of action an injured party may follow when seeking 
damages for losses caused by an AI model, it demonstrates that assigning lia-
bility to any one party in the ultimate value chain of AI is not straightforward or 
certain. Given the human-centric approach to negligence in tort, legal scholar 
Zeynep Tufekci suggested assigning human-level agency to AI models – an 
approach that would allow us to claim “the algorithm did it” – against the 
wishes of the regulators mentioned above [45]. Other authors have suggested 
that, rather than attempting to fit into the confines of the law, a specific duty of 
care doctrine should be introduced for algorithms [46] or a “reasonable algo-
rithm” standard created that would be applied to self-learning systems [47].

In the EU, as suggested by the EU Proposal for a New Product Liability Directive 
[48], AI might soon fall under the no-fault product liability regime. By introduc-
ing this regime, the European Union is expecting legal certainty, enhanced con-
sumer trust in AI and assistance in consumers’ liability claims (through burden 
of proof shifts and information requirements) for damage caused by AI-enabled 
products and services [49]. Similar treatment in the US would also allow AI to 
fall under product law and its corresponding stricter liability regime – with dif-
ferent outcomes depending on whether the “defect” was classed as a manufac-
turing or design defect [50].

3.3  What insurance policies could be implicated?

While the above considerations are exciting for legal scholars, the resulting 
legal uncertainty is less attractive for risk managers and small businesses.  
Until express guidelines from lawmakers are introduced, courts must continue 
to interpret the law as it appears before them. As a consequence of this land-
scape, we expect many exemplary (and sometimes frivolous) lawsuits, as par-
ties try to establish the boundaries of conduct and responsibility when it comes 
to providing or using an AI model.

The involvement of multiple parties in AI-related lawsuits – be it the many par-
ties affected, or the experts needed to establish fault and causality – could 
escalate legal costs substantially. The more complicated the discovery process 
is, the more time, reports and expert judgements and witnesses will be needed 
– another factor driving up litigation costs. Lawyers aiming to sue successfully 
might “throw claims at the wall to see what sticks” as per the saying, which 
might prove fatal for SMEs who have to front preparation, defense and settle-
ment costs against these lawsuits. Given the unpredictability of the assignment 
of liability and the quantum of damages that might be awarded against who-
ever is found liable, businesses might benefit from seeking to offset these costs 
through a third party. This practice can improve the predictability of cash out-
flows and balance possible volatility arising from high unexpected costs.
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One such method of offsetting liability and its associated costs is by obtaining 
an insurance policy to indemnify a company for legal fees and damages it is 
required to pay13.

As of now, the insurance market has not started to expressly exclude AI-caused 
losses in policies or jurisdictions. Conversely, affirmative coverage for AI risks is 
still sparse (but existent – see our previous white paper [16]). Traditional insur-
ance policies that may respond to a loss caused by an AI model decision or mis-
take are listed below:

All of the coverages mentioned above are scenarios where insurance coverage 
may respond. However, none of the coverages mentioned above were originally 
created to cover the particular losses that AI mistakes could lead to, leading to
so-called “silent AI”14 as these policies still might respond to losses caused by 
AI, representing an unexpected risk to insurers’ portfolios.

Insurers may seek to re-price these policies, amend the wordings or other con-
ditions, or expressly exclude AI-related events from future contracts once com-
panies attempt to claim. 

13	It should be noted, that AI can (and frequently does) reduce the frequency and severity of losses for in 
existing policies. AI-based sensors and cameras can be e.g. used in sensitive equipment, alarming the 
owners when repairs are needed - reducing their breakdown and replacement

14	the expression “silent AI“ is a nod towards the term „silent cyber“, a frequently discussed topic in the 
cyber insurance industry

−	If the training or use of AI results in privacy breaches or digital threats, 
cyber liability policies could be triggered.

−	If the use of AI results in algorithmic bias and system failures, errors 
and omissions policies could be triggered.

−	If the deployment (or even lack of deployment) of AI in a company leads 
to mismanagement in company processes, directors’ and officers’  
policies could be triggered.

−	If services or products using AI result in injury to others, commercial 
general liability policies could be triggered.

−	If an AI-controlled industrial robot injures an employee, workers’  
compensation policies could be triggered.

−	If the use of AI results in physical damage, resulting business income 
and extra expenses could also be covered if the “all-risks” property  
policy is triggered.

−	If the use of GenAI leads to pictures that are too similar to copyrighted 
materials, or if the training data used falls under IP protection,  
intellectual property policies could be triggered.

−	If third parties are harmed due to defective AI or AI malfunctions,  
product liability policies could be triggered.

−	If AI makes biased choices in employment and is discriminatory in 
determining applications, promotions or wrongful determinations, 
employment practices liability policies could be triggered.

−	If people sue against AI-generated content, e.g. for making defamatory 
statements, media liability policies could be triggered.

Furthermore, industry-specific coverages like medical malpractice insur-
ance could be triggered if an AI tool used in the medical field leads to a 
wrong diagnosis.
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4  �The need for a thorough analysis – spotty 
coverage of several relevant AI risks

As a provider of targeted AI risk policies, we, the Insure AI team, are often asked 
the question “isn’t this risk already covered by one of my existing policies?”. So 
far, there have been very few coverage analyses publicized on the market that 
detail the coverage of AI perils by traditional policies. A few international brok-
ing houses [51, 52] and a primary insurance company [44] analyzed the cover-
ages, but reached contradicting conclusions. 

As wordings and conditions differ across markets, general statements made 
about the extent of coverage should not be taken as absolute fact. In any event, 
comments about the extent of coverage available to businesses by their insur-
ers is always subject to the decision of the respective insurance companies’ 
claims departments (or the courts presiding over insurance disputes). However, 
due to the significance of the topic, the difficulty of providing overarching and 
universally correct answers in this ever-changing field should not deter us from 
attempting to shed some light on the issue.

As stated in section 3.2, AI-related lawsuits are projected to include a multitude 
of parties and experts, likely becoming very expensive. This risk, coupled with 
the potential of silent AI, as many traditional insurance policies being impacted 
by AI-related insurance claims, leads to a need for insurers to be aware of which 
of the traditional policies in their portfolio might be exposed to risks and dam-
ages resulting from malfunctioning AI. As many policies could be affected, 
unexpected limit stacking could occur, further exposing insurance companies 
to unexpected claims.

For a related reason, it is also important for insureds to consider how exten-
sively the policies they currently have protect them against AI-related risks they 
might be exposed to. The potential for hefty regulatory fees, lengthy legal pro-
ceedings and the implication of (even remote) parties in lawsuits are risks that 
insureds are increasingly becoming aware of. Generally speaking, large compa-
nies will most likely have many different insurance policies acting like an 
umbrella. They should focus on whether their limits are adequate – and poten-
tially search for very specific coverage gaps. Smaller and mid-sized companies, 
who often do not have the widespread insurance coverage of bigger companies, 
could be far more exposed to AI risks than they expect15.

15	For example, a local restaurant using GenAI to create marketing flyers will probably be exposed to the 
risk of IP infringement lawsuits, as they don’t have Media Liability insurance policies and the limits in 
their other policies covering IP infringement can be very low.

The purpose of this analysis is, 

	 1) �to increase the awareness of potential AI-related losses being covered 
by traditional policies that were not specifically designed (and priced) 
to cover AI risk “silent AI” [53]. 

	 2) �to point to spotty areas in the current coverage where risks that are 
exacerbated or introduced by AI are not risks that the insured is usu-
ally (adequately) covered against in their existing policies.
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After giving broad guidance on how to assess the coverage of AI in traditional
policies – including the challenges we see – we will provide our view on some 
of the perils that we see as currently covered, and which we see as underinsu-
red.

Our opinion is just one of many relevant and sometimes conflicting views on
this topic, and we would recommend businesses and insurers to discuss the
scope of coverage for each contract they are party to.

4.1  How should AI exposure be assessed?

When trying to assess the coverage of AI risks in traditional policies, there are 
three “places” in the insurance agreement that are particularly relevant: 1) the 
trigger 2) the covered event 3) the exclusions.

−	Trigger: 
Coverage triggers are defined in an insurance policy as an event that will lead 
to a payout. For example, for general liability coverages, this trigger is a legal 
claim brought against the insured; for cyber coverages, this trigger can be the 
occurrence of a specific (cyber) event. 
With regards to AI, the occurrence trigger could present a point of ambiguity, 
as it could reference to the point at which the model was first introduced, or 
the time when the damage was first realized. 

−	Insuring agreement: 
Insurance coverage is the amount of risk or liability that is covered for an indi-
vidual or entity by way of insurance services. It is the part where the insurer 
agrees to take certain actions such as paying losses for covered perils, provid-
ing certain services, or agreeing to defend the insured in a lawsuit.

	� It is important to make a distinction between two types of policies: Open peril 
and named peril policies. Named peril policies cover damage arising out of 
events specifically listed in the policy. Open peril insurance policies generally 
cover all events, once the insurance is triggered, that are not specifically 
excluded in the policies. As AI is not currently an explicitly excluded peril, all 
open peril insurances –general liability policies, for example – cover AI dam-
ages if they fall under the insuring agreement.

	� The most obvious policies that could be impacted by malfunctioning AI are 
general liability policies and cyber/tech E&O policies, both of which could be 
triggered by a claim being made.

·	The insuring agreement of general liability policies covers damages arising 
from a legal liability that resulted in physical harm to a third party (bodily 
injury, property damage, etc.). General liability coverages often exclude pure 
financial losses and business interruption costs.

·	Pure economic losses could be covered by cyber and tech E&O policies 
instead. There is a requirement of “failure of a technology product or service” 
in order for the insuring agreement to cover the damage. With systematic AI 
failures, this requirement could be fulfilled, as it could be said that the prod-
uct or service is not fit for the agreed purpose. However, when it comes to 
one-off hallucinations or short-term underperformances, these can result in 
serious economic losses without potentially fulfilling the requirement of “fail-
ure” as required in the case of cyber coverage.

	� Product liability policies could also be impacted and could offer protection 
against AI failures. However, for AI to fall within the insuring agreement, AI 
would need to be considered a product (as opposed to a service), an impor-
tant question that has not yet been decided upon.
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	� When analyzing whether one is sufficiently covered for AI mistakes caused by 
AI used or deployed, one must understand which damage could occur when 
using AI, how likely and how severe that damage might be, and whether the 
specific damage is covered under the Insured’s existing policies.

−	Exclusions: 
Exclusions take coverage away from the insuring agreement. After finding the 
policy triggered and the insurance agreement covering the damage, it is 
therefore important to consider whether any exclusions apply.

	 Damages arising from AI could be excluded from coverage, such as when:

·	They arise out of lawsuits alleging discrimination, which may broadly include 
compensatory damages, costs required to re-train or fix a model, lost reve-
nue or profit or possible shareholder action. This is a very relevant risk, as 
there are multiple lawsuits, published cases and scholarly articles that allege 
biased models leading to the discrimination of protected groups.

·	They are punitive damages awarded by courts, which could become more 
relevant as the awareness of AI perils increases. This is a particular concern 
for businesses in the US, where courts award higher punitive damages than 
in the EU. However, there are already areas in which malfunctioning AI could 
lead to punitive damages, especially in the context of GDPR rulings.

·	They are regulatory settlements, like the ones that have already been reached 
with the EEOC and the FTC.

·	They are caused by a reliance on technical instruments, e.g. in the field of 
medical malpractice, since only errors by FDA-approved technical instru-
ments are covered, and AI may or may not be FDA-approved.

·	Other exclusions that could impact coverage are “intentional act” exclusions, 
war and terrorism exclusions, losses excluded (like pure economic losses, 
business interruption losses, losses stemming from product recall, etc.) and 
many more “specific exclusions”.

4.2  �What damage seems covered by existing policies, and 
where do we see coverage gaps?

Understanding potential coverage gaps and silent AI exposure is a task that 
involves an understanding of insurance, liability workings and the particularities 
of AI. As many of the lawsuits are still in the infancy stages, another important 
part of determining AI risk coverage is creativity. Only by imagining what mis-
takes AI could make in different scenarios, what harm those mistakes could 
cause, and what policies might respond, can the coverage of AI risks be 
mapped. The imagined scenarios will be signaled by icons. This exercise, by its 
nature, will not provide us with a comprehensive picture, but will instead high-
light some of the more obvious risks and corresponding coverage considera-
tions.
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4.2.1  Damage most likely covered under existing policies

If AI causes physical harm to a person or property, most underwriters will 
consider this a loss that would be covered by a property insurance or general 
liability insurance product. For a single AI-driven event, the limits of multiple 
policies could be stacked.

Firstly, let us examine the scenario in which a company installs AI-based water 
leakage sensors. A pipe bursts and the AI fails to detect it, which leads to dam-
age of the insured’s property (building and contents). The AI in this case was 
intended to reduce the risk of water leakage in the building. In the first instance, 
the liability for a failure of the AI in this scenario would fall onto the property 
facility manager and be covered under the company’s property policy. Subse-
quently, the property facility manager might seek compensation from AI provid-
ers, therefore the AI provider might also be held liable for the failure of their sys-
tem, in that it failed to perform as designed.

Secondly, a car manufacturer uses AI to align wheels (or to perform another 
step of the manufacturing process) and, due to systemic underperformance of 
the AI, a batch of cars is produced with faulty axes. This is only realized after 
they are sold and there is a recall. The risk of a recall might be excluded by many 
product liability policies, but will usually be covered by a general liability policy. 
Again, the AI provider might also be held liable for the failure of the product.

Thirdly, let us imagine a company employing AI for chemical manufacturing 
process control. The AI is intended to optimize a parameter of a process but 
underperforms badly, exceeding safety limits. The AI causes a runaway chain 
reaction in the reaction process. The reaction causes a fire, damaging property 
and injuring several employees and bystanders. Such losses are likely covered 
by property policies (fire damage to the property), general liability policies (bod-
ily injury to the bystanders) and workers’ compensation policies (injury to the 
employees).

Usually, in first instance, the AI users would be liable for the damage caused by 
AI. However, they could seek compensation from the AI providers. There is a 
standard professional liability exclusion in many general liability policies that 
excludes coverage for third-party claims that allege bodily injury or property 
damaging arising out of the selling, licensing or furnishing of computer soft-
ware [54]. For AI providers, this might constitute a potential coverage gap for AI 
products that cause bodily injury or property damage claims.

If AI mistakes can be classed as a “failure of a technology product to perform 
as intended”, third-party claims and potentially also first-party losses could be 
covered under cyber insurance and tech E&O insurance, including resulting 
regulatory liability and media liability. For an AI mistake to be classed as a fail-
ure to perform as intended, the mistakes made must be so severe and/or fre-
quent as to render the use of AI pointless. An AI mistake that could be classed 
as a failure to perform could be, for example, self-driving cars not being able to 
determine their lanes when it rains. At the other end of the spectrum, damage 
resulting from a GenAI-powered chatbot that hallucinates every now and then, 
but otherwise generates reliable results, would probably not be considered a 
failure of technology and would therefore not be covered under cyber and tech 
E&O policies. Cyber coverages typically exclude coverage for contractual liabili-
ties, while tech E&O policies typically exclude coverage for liability arising out of 
bodily injury or property damage.

If there are significant AI model or implementation errors, misrepresentations 
about the AI to shareholders, or potentially even the lack of AI integration (very 
unlikely in our current legal environment), cause lawsuits against a company’s 
directors or officers, costs associated with such lawsuits are likely to fall 
within the scope of D&O insurance.
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4.2.2  Damage with uncertain coverage under existing policies

When examining the area of AI-driven intellectual-property infringements in
its many different forms, the coverage becomes less clear-cut. Consider the 
case of a small plumbing business using a GenAI model to create “two Italian 
plumbers” as its business mascot, and the GenAI creates a spin-off Super 
Mario picture. The plumber uses the picture on his car and is sued by Nintendo. 
Several insurance policies could be implicated:

−	Intellectual property policies cover litigation expenses associated with pursu-
ing those who infringe a company’s intellectual property rights, as well as liti-
gation expenses associated with a company defending itself against a claim 
of infringement of another’s intellectual property right.

−	For tech E&O and cyber policies, while patent infringements are excluded, 
copyright infringements could be covered. However, economic losses (e.g. lost 
revenue) arising out of the infringement of copyright are not covered under 
these policies.

−	General liability policies cover copyright infringements, as well as defamation, 
under their advertising injuries clauses if the injury was committed inadvert-
ently.

Another example of IP infringement lawsuits related to AI are the current law-
suits against GenAI companies for IP infringement in training data. Losses 
resulting from these lawsuits would probably be covered by media liability 
insurance, as well as cyber insurance. It is not surprising that we are hearing the 
first voices in the market contemplating excluding AI in Cyber policies. There-
fore, more tech companies are buying media liability policies, policies that were 
traditionally bought by publishing companies, to cover their extensive lawsuits 
for unauthorized IP infringement during training.

Private users of generative AI, however, usually have no extensive cyber or liabil-
ity policies and are currently mostly unprotected against IP lawsuits. This is why 
several GenAI companies are including indemnities as part of their premium 
offerings that cover users in the case of a lawsuit for copyright infringement 
caused by an AI to fill this market need.

When looking at fines and penalties from regulators, the majority of US 
states preclude coverage as a matter of public policy [55], if the statutory fines 
are penal rather than remedial. Due to the difficulty of assessing whether a “fine 
or penalty” is punitive or compensatory in nature, case law across the jurisdic-
tions in the USA tends to be fact-specific, due to the nature of the specific pen-
alty or fine, the language of the policy and the state’s public policy on punitive 
damages. As such, it is uncertain whether these potential (and not unlikely) 
losses are sufficiently covered in existing policies.

4.2.3  Damage most likely underinsured under existing policies

Finally, we have identified a few risks that we consider to be very relevant to the 
adoption of AI, but which in our opinion are currently underinsured.

Firstly, we take a step back from third party losses and look at the risk of first-
party pure economic losses (aka losses not stemming from a physical harm) 
caused by AI, while very relevant given the many business applications of AI, are 
likely underinsured:
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−	A potential example could be: A bank uses AI to conduct property valuations 
during loan onboarding, instead of using (human) property valuation service 
providers. If the AI underperforms and produces a valuation for a property that 
is too high, besides the borrower subsequently becoming insolvent, resulting 
in foreclosure, a financial loss might arise for the bank. After liquidation of the 
property, the bank suffers a loss amounting to the difference between the 
actual value and the wrong valuation (because the AI assessed it too high). As 
the AI values many properties over time, there is an additional risk of accumu-
lation due to a systemic error for many properties. Historically, when the bank 
contracted property valuation service providers and they were held to fail to 
deliver their services or do so negligently, the bank was protected from losses 
through the service provider’s professional indemnity insurance. Now, this 
potentially unwanted and systemic risk is on the bank’s balance sheet. As a 
pure economic loss, damage resulting from AI underperformance in this case 
is not insured under the bank’s traditional coverages (e.g. professional indem-
nity, cyber, tech E&O, liability policies). As AI is used in many cases that could 
lead to economic losses if relied upon (trading algorithms, revenue predic-
tions, etc.), we are of the opinion that this could leave an insurance gap in tra-
ditional insurance policies.

−	Another scenario could be business interruption costs caused by AI: A car 
manufacturer implements AI to adjust axle. The AI underperforms and, as a 
result, cars with unadjusted axis are put on the market. Production is halted to 
prevent accidents, and retraining the updated AI will take weeks. Revenue 
from unsold cars is lost. The operation is interrupted.16 Pure economic losses 
are not covered under traditional property insurance. Without a “breach” or an 
actual “system failure”, there is no coverage under a cyber policy. Potentially 
(but highly case-dependent), there could be coverage under the model pro-
vider’s tech E&O policy, but only if a legal liability can be established that was 
breached by the AI provider. We believe this is a new type of risk stemming 
from AI underperformance that is not sufficiently covered under available pol-
icies.

Finally, the Insure AI team at Munich Re considers that bias in AI model deci-
sions which can lead to discriminatory outcomes against protected groups is 
not sufficiently covered under existing policies. Losses caused by discrimina-
tion are excluded under general liability, cyber and tech E&O policies. EPLI poli-
cies cover the damages caused by discrimination in the employment space. 
Some EPLI policies also cover discrimination against “third parties”, which 
could provide far-reaching protection against alleged discrimination. However, 
as EPLI policies are not part of the standard insurance portfolio of most AI 
users or AI providers, we consider this risk to be currently underinsured.

16	For clarification: we do not explore BI following software failure and shutdown or BI following a security 
or privacy breach, as those are cyber policy risks arising from using IT systems. The AI-induced risk is 
either the so-called irreducible (random) error or a systematic change in error due to model drift, such 
that the system must be stopped and BI occurs until retraining is completed. This scenario is similar to 
unscheduled maintenance following a machinery malfunction, even though the AI is not malfunction-
ing in this case: The scenario is the realization of the natural error fluctuation and randomness inherent 
in every AI model.

Generally, our recommendation is for AI users, AI providers and AI  
integrators to examine and calculate the extent to which their business 
operations are exposed to risks of AI underperformance or loss-causing 
events, and to contact their insurer or broker to discuss, assess and  
potentially further protect themselves against these risks.
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5  Outlook for AI insurance
The widespread adoption of AI across nearly all corporate functions and all 
industries, as well as the consequential impact on insurance, has frequently 
been compared to the adoption of the internet in the 2000s. Much like the rise 
of cyber risks in the late 1990s prompted insurers to explore new territories, we 
believe that the surge in AI use will soon become a focal point for insurers and 
brokers. 

When the first cyber policies written, they focused on specific loss scenarios, 
were tailor-made and had a strong technology focus. When we compare this 
with the AI insurance market, this seems to be the stage of AI insurance to 
date: In order to navigate the current complexities of AI adoption, specific risks 
are addressed through tailor-made policies, such as Munich Re’s standalone 
aiSureTM products.

If we continue drawing this parallel into the future, the emergence of a stand-
ardized AI insurance market seems a likely consequence – comparable to the 
cyber insurance market. Our predictions:

	� As businesses grapple with the transformative potential of AI, insurers will 
start developing policies to manage AI-related liabilities. When losses from 
cyber incidents started spiking, risk managers, brokers, and insurers started 
thinking about cyber risks more systematically and strategically. Considering 
the recent uptick in IP-related lawsuits, lawsuits against healthcare compa-
nies using AI, and the increased interest shown by regulatory agencies in not 
tolerating discrimination by AI models, an increase in AI related losses seems 
to be on the horizon.

	� As insurers recognized the accumulation potential of cyber incidents in which 
cyber-attacks and cloud systems downtime could affect many insureds at the 
same time, as well as the “silent cyber” exposure of property and general lia-
bility insurance policies, widespread cyber exclusions in traditional policies 
were adopted. The adoption of exclusions for cyber incidents accelerated the 
purchase of cyber policies. Similar accumulation potential could be attributed 
to the few existing foundation models, which are often a basis for more spe-
cific AI services, and single models being relied upon by many different com-
panies. Additionally, when looking at all the potential insurance policies that 
could be triggered by “AI going wrong”, this whitepaper argues that “silent AI” 
exposure is found within many traditional policies.17

	� Regulatory landscapes, exemplified by e.g. the GDPR for cyber risks, play a 
pivotal role. Similarly, AI regulation will likely spur businesses to follow evolv-
ing guidelines and adopt responsible AI initiatives, paralleling the regulatory 
journey in cyber insurance. Once the regulatory cyber landscapes were more 
clearly defined, markets started navigating compliance phases and develop-
ing standardized processes aligning with regulatory norms. This shift simpli-
fied underwriting and marked a transition towards an informed, standardized 
market practice, echoing the journey of other established insurance sectors.

17	It is of note that if AI risks are to be covered by existing traditional insurance policies, then AI risks 
should be appropriately reflected in the pricing of the existing policies.
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The Insure AI team at Munich Re deems the possibility of the emergence of an 
AI insurance market, marked by standardized practices and structured pricing, 
as likely - akin to the evolution witnessed in cyber insurance. Similar to the evo-
lution of the cyber insurance market, we believe that in the future various poli-
cies like those mentioned throughout this document, will start to exclude cover-
age for AI risks, as they are difficult to price with traditional means. Our 
recommendation to risk managers with AI exposure is to determine the whole 
context of their AI activities as it relates to creating new AI risks. As the AI regu-
latory environment continues to change and technology continues to rapidly 
progress, this will stay an interesting area to watch.

Do you have any questions? Would you like to discuss in more detail? Please 
reach out.

Contact
Dr. Peter Bärnreuther
Senior Underwriter for Artificial Intelligence Risks 
PBaernreuther@munichre.com 

Ted Pine 
Business Development Manager Sr 
tpine@munichre.com  
 
More information:  
https://www.munichre.com/insure-ai
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